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OITPEJAEJIEHUA

B HacTosieM TOKYMEHTE MCIIOJIBb3YIOTCS CIEAYIOIINE TEPMUHBI U UX OIpEJie-
JICHUS.

ABTOMATH3MPOBAHHAA CHCTEMA — CHUCTEMA, COCTOAIIAs W3 IEepcoHaia Hu
KOMITJIEKCA CPEJCTB aBTOMATH3AIMH €T0 JIEATEIBLHOCTH, peanu3yromias nHpopmaru-
OHHYIO TEXHOJIOTHIO BHITIOJIHEHUS YCTAHOBJICHHBIX (DYHKITHN.

AyTeHTH(PUKAIMSA OTHPABUTE/ISI JAHHBIX — MOATBEPKAECHUE TOrO, YTO OT-
MIPAaBUTEIb MOJYYEHHBIX JAHHBIX COOTBETCTBYET 3asIBJICHHOMY.

be3onacHOCTH NMEPCOHANBHBIX JAHHBIX — COCTOSIHUE 3aILMIICHHOCTH EPCO-
HAJIBHBIX JIAHHBIX, XapaKTepU3yeMO€ CIOCOOHOCTBHIO MOJb30BaTENICH, TEXHUUYECKUX
CPEICTB U MH(POPMAIMOHHBIX TEXHOJOTUN 00ecrneunTh KOH(PUIAEHIUATBLHOCTD, Iie-
JIOCTHOCTh U JIOCTYITHOCTH MEPCOHAIBHBIX JAHHBIX MPU MX 00paboTKe B MH(OpMAIH-
OHHBIX CUCTEMaX MEPCOHAIBHBIX TaHHBIX.

BioknpoBaHue nepcoOHANBHBIX JAHHBIX — BPEMEHHOE MpeKpalieHue coopa,
CUCTEMATU3AlNM, HAKOIUICHHMSI, HCIIOJIb30BAHUS, PACIPOCTPAHEHHUS IEPCOHATBHBIX
JTAaHHBIX, B TOM YUCJIE UX MEepPEIayuH.

Bupyc (KOMObIOTEpPHBIH, MPOrPAMMHBbIN) — UCIOJIHSEMbIA MPOrPaMMHBIN
KOJI UJIM UHTEPIPETUPYEMBI HA0Op UHCTPYKIIUH, 00JIa a0l CBOMCTBAMU HECAHK-
LUOHUPOBAHHOT'O PACIPOCTPAHEHUsI U camoBocnpou3BeaeHusi. CoznaHHble 1y0sMKa-
Thl KOMIIBIOTEPHOTO BHpPYCa HE BCErJla COBMAJAIOT C OPUTHMHAIOM, HO COXPAHSIOT
CHOCOOHOCTD K JalbHEHIIEMY paclipOCTPAHEHUIO U CAMOBOCIIPOU3BEICHUIO.

Bpenonocnasi mporpamMma — mnporpamma, NpeJIHa3HauY€HHasl JJIsl OCYLIECTB-
JICHUST HECAHKI[MOHUPOBAHHOTO JOCTyna W (WJIKM) BO3JACHCTBHS HAa NEPCOHAJIbHbBIC
JAHHBIE WK PeCypchl UHPOPMAIIMOHHONW CUCTEMBI ITEPCOHATBHBIX JaHHBIX.

BcenomoraresibHbIe TEXHUYECKHE CPEICTBA U CUCTEMbI — TEXHUUYECKHUE CPEN-
CTBa M CHUCTEMbI, HE TMpeIHA3HAUEHHBIC ISl Iepeaadn, 00padbOTKU U XpaHEHHS MepCco-
HaJIbHBIX JAHHBIX, YCTAHABIMBAEMbIC COBMECTHO C TEXHUYECKUMU CPEICTBAMU U CH-
CTeMaMU, MpeAHa3HaYEeHHBIMH TSI 00paOOTKHM MEePCOHATBHBIX JaHHBIX WM B IOME-

IICHMX, B KOTOPBIX YCTAHOBJICHBI I/IH(I)OpMaIII/IOHHBIC CHUCTEMEI IICPCOHATIbHBIX JaHHBIX.



Jloctynn B onepanyoHHy0 cpely KOMIbIOTepa (MH(OPMALMOHHOM CHCTEMbI
MEePCOHAJIBHBIX IAHHBIX) — NIOJy4YE€HHE BO3MOXKHOCTH 3aITyCKa HA BBIITOJHEHUE IITATHBIX
KOMaH]I, (DyHKIMH, [IPOLIETyp ONEPAMOHHON CUCTEMBI (YHUUTOKEHHS, KOITMPOBAHHUS, T1e-
PEMEILICHHS U T.I1.), UCTIONHAEMbIX (PAiJIOB MPHUKIIATHBIX IIPOTPaMM.

Jloctyn Kk mHGOpMALMH — BO3MOXKHOCTh MOTyYeHUs] THPOPMAIMHY U €€ UCTIONb30-
BaHMS.

3aki1al04HOe YCTPOICTBO — 3JIEMEHT CpPEICTBA CheMa HMH(OPMAIUH, CKPBITHO
BHEZIPSIEMbIH (3aKJ1a/IbIBAEMbI MM BHOCHUMBI) B MECTA BOBMOXKHOTO CheMa MH(pOpMAaLUH
(B TOM YHCIIE B OTPaKICHUE, KOHCTPYKLIUIO, 000pYAOBaHUE, IPEAMETHI HHTEPbEPA, TPaHC-
MIOPTHBIE CPEJICTBA, & TAKXKE B TEXHUYECKHE CPEACTBA U CUCTEMBI 00pabOTKU MH(pOpMa-
IIUHN).

Zamumaemas nHpopManus — UHPOPMALIS, SBISIOMIASACS MPEAMETOM COOCTBEH-
HOCTU M TMOJUIEKAILasl 3alIUTE B COOTBETCTBUM C TPEOOBAHUSAMH MPABOBBIX JOKYMEHTOB
WM TPeOOBAaHUSIMH, YCTAHABIMBAEMBIMU COOCTBEHHUKOM MH(OPMALIUH.

NpenTnduranust — nprcBoeHUE CyObEeKTaM B 00BbEKTaM JI0CTyNa UICHTUPHKATOpa
U (W1M) CpaBHEHHE MPEABSBIAEMOrO HACHTU(PUKATOPA C TIEPEUHEM NPUCBOCHHBIX HJICH-
TU(PUKATOPOB.

NudopMaTHBHBI CUTHA — DIIEKTPUYECKUE CUTHAIIBI, AKYCTHYECKHE, JJIEKTPO-
MAarHUTHbIE U JIpyrue (pU3UUECKHe IO, N0 MapaMeTpaM KOTOPBIX MOXKET OBbITh pacKpbITa
KOH(UIeHIMaTbHAs UH(pOpMAaIKs (IEpCOHAIBHBIE JaHHbIE) 0OpabaTbiBacMasi B UH(pOpMa-
LIMOHHOM CUCTEME NIEPCOHAIIBHBIX JaHHBIX.

Nudopmanuonnas cucrema nepcoHaabHbiX AaHHbIX (MCIIIH) — undop-
MallMOHHAsl CHCTEeMa, MPEJICTABISAIONIAasi OO0 COBOKYIHOCTh MEPCOHANIBHBIX JaH-
HBIX, COJIEpKaIuXcs B 0a3e NaHHBIX, a TaKke HH(POPMAIIMOHHBIX TEXHOJIOTUHN U TEX-
HUYECKUX CPEACTB, MO3BOJISIONIMX OCYIIECTBISATH 00pabOTKY TaKUX MEPCOHABHBIX
JAHHBIX C UCMOJIb30BAaHUEM CPEACTB aBTOMATHU3AIMK WM 0€3 UCTIOJIb30BaHUs TaKUX
CPEICTB.

NudopmainmonHbie TEXHOJIOTHH — TIPOLIECCHI, METOBI TIOMCKA, cOopa, XpaHEeHw,
00pabOTKH, MPEAOCTABIICHHS, PACIPOCTPAHEHHUSI THPOPMAITUH U CTIOCOOBI OCYIIIECTBICHUS

TaKuX IMPOUCCCOB U MECTOAOB.



Hcnonb3oBanne NMepcOHANbHBIX JAHHBIX — JIEHCTBUS (OMEpalnu) ¢ Mepco-
HaJIBHBIMH JAaHHBIMH, COBEPIIIAEMBIC OIEPATOPOM B IEJSIX MPUHATHS PEIICHUNA WA
COBEPILECHUS WHBIX JNEHCTBUN, MOPOXKIAIOMINX IOPUINUYECKUE TIOCIEICTBUS B OTHO-
HIEHUH CyOBEKTa MEPCOHATBHBIX JAHHBIX WM IPYTUX JHIl JUO0 MHBIM 00pa3oM 3a-
TparuBarolIuX MpaBa U CBOOOIbI CYOBEKTa MEPCOHANBHBIX JAHHBIX WU APYTUX JIHII.

Hcrounnk yrpo3bl 0e3onacHocT MH(poOpMammm — CyOBeKT J0CTyIa, MaTepUallh-
HBIM OOBEKT WM (DHBUYUECKOE SIBIICHUE, SIBIISIOIINECS MPHYUHON BOSHHUKHOBEHUSI YTPO3BI
0e30macHOCTH UH(pOPMAITUH.

KonTposupyemasi 30Ha — MPOCTPAaHCTBO (TEPPUTOPHS, 3aHKE, YacTh 3/IAHUS, TIO-
MeIIIeHNE), B KOTOPOM HCKITIOYEHO HEKOHTPOIMpYeMoe MpeObIBaHNE MOCTOPOHHUX JIMII, a
TaKKE TPAHCHIOPTHBIX, TEXHUYECKUX Y UHBIX MAaTEPUATTBHBIX CPE/ICTB.

KonpuaeHuuaabHOCTb NEePCOHATBHBIX JAHHBIX — 00513aTEbHOE IS COOIOICHHS
OTIEpaToOpOM WJIM WHBIM TOTYYHMBILIUM JOCTYI K TIEPCOHAILHBIM JaHHBIM JIMIIOM TpeOoBa-
HME HE JIOIYCKaTh WX pacHpoCTpaHeHHe 0e3 cornacusi CyObeKTa MEpCOHAIBHBIX JaHHbBIX
WITH HAJTMYHSI THOTO 3aKOHHOTO OCHOBAHMS.

Me:xcereBoil 3KpaH — JIOKATbHOE (OTHOKOMIIOHEHTHOE) WM (DYHKIIMOHAIBHO-
pacrpeesieHHOe MPOorpaMMHOe (IIPOrpaMMHO-aIapaTHOE) CPEICTBO (KOMILIEKC), peau-
3yIoIIee KOHTPOJIb 32 HH(POPMAIHEH, TIOCTyMaromeld B MHQOPMAIMOHHYIO CUCTEMY TIePCO-
HAJTLHBIX TAHHBIX U (WJTK) BBIXOJAIIEH U3 MH(POPMAIIMOHHON CUCTEMBI.

Hapymmrens 6€30NacHOCTH NEPCOHATBHBIX JAHHBIX — (DU3UMUYECKOE JIUIIO, CITy-
YaifHO WIM TpeJHAMEPEHHO COBEpIIAIOIIEEe ACHCTBUS, CIIEICTBUEM KOTODPBIX SIBIISETCS
HapyILeHrue Oe30MaCHOCTH MEPCOHATBHBIX JIAHHBIX MPU UX 00PabOTKE TEXHUUYECKUMHU CPEa-
CTBaMH B MH(POPMAITMOHHBIX CUCTEMaX MePCOHATbHBIX JTAHHBIX.

HeaBromaTu3zupoBaHHasi 00padoTKa MEePCOHAIBHBIX JaHHBIX — 00paboTKa
MEPCOHANBHBIX JTaHHBIX, COACPKAIUXCSI B MHPOPMAIMOHHON CHCTEMEe MEepCOHATb-
HBIX JAHHBIX JTUOO W3BJICUYCHHBIX M3 TAKOW CHUCTEMBI, CUMTACTCS OCYIIECTBICHHOU
0€3 MCIOJIb30BaHUs CPEACTB aBTOMATU3AIMK (HEAaBTOMATH3UPOBAHHOM), €CIIM TaKue
JCHCTBUS C TEPCOHATBHBIMU JaHHBIMH, KaK HCIOJIb30BaHUE, YTOUYHEHHE, Pacmpo-
CTpaHEHHE, YHUUYTOKEHUE MEePCOHAIBHBIX JAHHBIX B OTHOIICHUU KAXJIOTO U3 CyOh-
€KTOB MEPCOHAJIBHBIX JIaHHBIX, OCYILIECTBIIAIOTCS MPU HEMOCPEIACTBEHHOM Yy4acTUU

YCJIO0BCKA.



HenexnapupoBaHnHble BO3MOKHOCTH — (DYHKIIMOHATBbHBIE BO3MOKHOCTHU CPEJICTB
BBIYMCIIUTENBHON TEXHUKH, HE OMWCAHHBIE WM HE COOTBETCTBYIOLME OMHUCAHHBIM B JIOKY-
MEHTAIIWH, TIPU UCTIOJIL30BAaHUM KOTOPBIX BO3MOXHO HapyllleHHe KOH(DUACHIIMATbHOCTH,
JOCTYITHOCTH WJTH TIEIOCTHOCTH 00pabaThiBacMoii HH()OPMAITHH.

HecaHKuMOHUPOBAHHBIN A0CTYI (HECAHKLIMOHMPOBAHHBIE AEHCTBUA) — TOCTYIl
K uHMOopMaK WM ASHCTBUS ¢ MH(pOpMAIIMEH, HapyIIalo1e MpaBuia pa3rpaHUueHuUs
JIOCTyTIa C MCMOJIB30BAaHUEM IITATHBIX CPEJICTB, MPENIOCTABIAEMbIX HHPOPMAIIMOHHBIMH
CUCTEMaMU NEPCOHAIBHBIX JAHHBIX.

Hocurenan undgopmanuu — Gu3ndeckoe JUI0 WM MaTepUATbHBIA 00BEKT, B TOM
yuclie (pru3nueckoe nose, B KOTOpoM HH(GOPMAIIHS HAXOUT CBOE OTPAKEHUE B BUJIE CUMBO-
JI0B, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEILEHUM U MPOLIECCOB, KOTUYECTBEHHBIX Xapak-
TEPUCTUK (PU3NYECKUX BEITUUHH.

O0e3nMYuBaHue NMEPCOHAIBHBIX NAHHBIX — JICHCTBUS, B pE3ylbTaTe KOTO-
PBIX HEBO3MOYKHO OMNPEAECIUTh MPUHAJIEKHOCTh MEPCOHAIBHBIX JTAHHBIX KOHKPET-
HOMY CYOBEKTY MEPCOHAIbHBIX TaHHBIX.

O0padoTKa NMEPCOHAIBHBIX JAHHBIX — JICUCTBUA (OMepalvu) ¢ MepCOHATbHBIMU
JTAHHBIMU, BKJIFOYasi COOp, CUCTEMATH3allMI0, HAKOIUICHUE, XpaHeHHE, YTOuHeHHe (OOHOB-
JICHUE, U3MEHEHHE), UCTIONIL30BAHKE, PAaCTIPOCTpaHeHuE (B TOM YHCIIe Tiepeaady), 00e3mu-
YyuBaHUe, OJIOKUPOBAHKUE, YHUUITOKEHUE TIEPCOHATBHBIX JAHHBIX.

OO0uenocTynnHbIC EPCOHANBbHBIC JaHHbIE — IEPCOHAIBHBIE TaHHBIE, TOCTYII
HEOTPaHUYEHHOTO KpyTa JIUI] K KOTOPbIM IPEJOCTaBIIEH C COrlacus CyObeKTa mepco-
HaJbHBIX JAHHBIX WJIM HAa KOTOPbIE B COOTBETCTBUM C (heepalibHbIMU 3aKOHAMU HE
pacrnpocTpansieTcst TpeOboBaHue COOIOACHUS KOHPUIESHIIUATIBHOCTH.

Omneparop (mMepCOHAJBHBIX JAHHBIX) — F'OCYAAPCTBEHHBIA OPraH, MyHULUIAIIb-
HBIA OpraH, IOpUIMYECKOe WK (PU3UUECKOE JIUIIO, OPTaHM3YIoIee U (M) OCYILECTBIIS-
foriee 00pabOTKy MEPCOHANIBHBIX JAHHBIX, @ TAKKE ONPEACTISIONIME e U COJepP)KaHue
00pabOTKH MEPCOHANIBHBIX JIAHHBIX.

IlepexBar (MuH(opManmu) — HEMPAaBOMEPHOE MOJTyYeHUE UHPOpPMALUU C UC-
MOJIb30BaHWEM TEXHHUUECKOIO CPECTBA, OCYIIECTRISIONIEIO OOHApyKEeHUE, IPUEM U

00paboTKy HH(POPMATUBHBIX CUTHAJIOB.



IlepconanbHble JaHHBIE — T100as UHQOpPMAIUS, OTHOCAILIASACA K ONpeeeH-
HOMY WJIM OIpENeIsieMOMY Ha OCHOBAaHWHW TakoW WH(popMaIuu (GU3HUECKOMY JTHITY
(cyOBeKTy MepCcOHANbHBIX JAHHBIX), B TOM YHUCIE ero ¢haMuius, UMs, OTYECTBO, TO/,
MeECHLl, 1aTa U MECTO POXKACHHS, aapec, CEMENHOE, COLUMAIbHOE, UMYILECTBEHHOE
MOJIOKEHHUE, 00pa3oBaHue, Mpodeccus, TOXOIbl, Apyras HHPOPMAIIHSL.

[To0o4HbBIe IJIEKTPOMATHUTHBIE M3JIYy4YeHUS] U HABOJAKM — DJICKTPOMArHUT-
HBIC U3ITyYCHHUS TEXHUYECKUX CPEACTB 00pabOTKM 3amuiaemMor uHGOpMaIuu, BO3-
HUKAIONINE KaK MOOOYHOE SIBJICHUE U BbI3BAHHBIC DJIEKTPUUYECKUMH CUTHAIAMHU, ACH-
CTBYIOIIMMH B MX AJIEKTPUUYECKUX U MArHUTHBIX LETISIX, @ TAKXKE DJICKTPOMArHUTHHIE
HABOJIKHM 3TUX CUTHAJIOB Ha TOKOMPOBOASIINE JIMHUHM, KOHCTPYKIIUU U IIENU MTUTAHMUS.

IHonuTHKa «YUCTOrO0 CTOJIA» — KOMILUIEKC OpPraHU3allMOHHBIX MEpPONPUSATUM,
KOHTPOJUPYIOIINX OTCYTCTBUE 3aMUChIBAHUSI HA OyMa)kHbI€ HOCUTENN KIIIOUEH U aT-
puOyTOB foCTyMa (aposeil) u XpaHeHus X BOJIU3U 0OBEKTOB JIOCTYTIA.

Hoab30BaTes b HHGPOPMALMOHHOM CHCTEMbI IEPCOHAJIBHBIX JAHHBIX — JIU-
110, y4acTBYytolIee B (QYHKIIMOHUPOBAHUU MHPOPMAIIMOHHONW CUCTEMBI TIEPCOHATBHBIX
JTAHHBIX WM UCTIONB3YIOIIEe PE3yIbTaThl €€ (YHKIIMOHUPOBAHUS.

IIpaBuia pasrpaHuMyeHHusi J0CTYNA — COBOKYIHOCTh TpaBWJI, perjiaMeHTH-
PYIOIIUX IIpaBa JOCTyMa CyOBbEeKTOB JOCTYIAa K 00bEKTaM JIOCTYTa.

IIporpammHas 3akJjajaKa — KOJ IPOrpaMMbl, IPEAHAMEPEHHO BHECEHHBIN B
MporpaMMy C LEJIbI0 OCYIIECTBUTh YTE€UKY, U3MEHUTh, OJOKHPOBATh, YHUUTOXXUTh
uHOOPMAIUIO WIA YHUUYTOXUTh U MOAUGPUIIMPOBATH MPOTPAMMHOE OOecredeHue
MH(OPMAIMOHHOW CUCTEMBI MEPCOHANBHBIX JTaHHBIX U (WJIM) OJIOKMpPOBATH anmnapar-
HbIE CPEJICTBA.

IIporpammHoe (MPOrpaMMHO-MaTEMATHYECKOE) BO3AEMCTBHE — HECAHKIIU-
OHUPOBAHHOE BO3JICHCTBHUE HA PECYPChl AaBTOMATU3UPOBAHHON MH(DOPMAIIMOHHOM CH-
CTEMBI, OCYIIECTBIISIEMOE C UCMOJIB30BAHUEM BPEIOHOCHBIX MPOrPAMM.

PackpbiTHe MepcOHATBHBIX JAHHBIX — YMBIIUIEHHOE WA CIy4YalHOE Hapy-
HieHne KOH(PUIESHIIMAIBHOCTH MEPCOHAIBHBIX JaHHBIX.

PacnpocTpaHeHue nmepcoOHAIBHBIX JAHHBIX — JCICTBUS, HANpPaBJICHHbIC HA
nepeaadyy MEePCOHANBHBIX JIaHHBIX OINPEAECICHHOMY Kpyry Jul (mepenadya mnepco-
HaJIbHBIX JAHHBIX) WJIM HA O3HAKOMIIEHHE C MEPCOHAIbHBIMU JAHHBIMU HEOTPaHU-
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YEeHHOT0 KpyTa JIMI], B TOM 4Hciie 0OHApOJOBaHUE NMEPCOHAIBHBIX JAHHBIX B Cpe/I-
CTBax MacCOBOM nH(bOopMaIuy, pa3menieHue B nH()OpMaIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETAX WJIH MPEAOCTABICHUE AOCTyINa K NEPCOHAIbHBIM
JTAHHBIM KaKUM-JINOO WHBIM CIIOCOOOM.

Pecypc uHgopManmoOHHOM CHCTEMbI — NUMEHOBAHHBIN 3JEMEHT CUCTEMHOTIO,
NPUKJIAAHOTO WIM amnmapaTHoro oOecrieueHus: (pyHKIMOHUPOBAHMS WH(OpMAaIMOH-
HOW CHCTEMBL.

CneunmnanbHble KATErOPUM INEPCOHAJBbHBIX JAHHBIX — MEPCOHAJBHBIC JIaH-
HbIE, Kacarolluecs: pacoBOM, HAIIMOHAIBHOW MTPUHAICKHOCTH, TOJIUTUYECKUX B3TJIs-
JIOB, PEIMTUO3HBIX WU DHIOCO(CKUX YOCKICHHUM, COCTOSHUS 3I0POBbSI 1 MTHTUMHOM
KU3HHU CYOBEKTa NMEPCOHATBHBIX JaHHBIX.

CpencrBa BoIMHUCIMTETbHOM TEXHUKH — COBOKYTHOCTb IIPOTPAMMHBIX U TEXHUYE-
CKHX DJIEMEHTOB CHUCTEM OOpabOTKHU JaHHBIX, CIIOCOOHBIX (DYHKIIMOHMPOBATH CAMOCTOSI-
TEJIbHO WJIU B COCTaBE JIPYTHX CUCTEM.

Cy0bekT aocryna (Cy0beKT) — U0 WK MPOLIECC, IEUCTBUS KOTOPOrO PeriaMeH-
TUPYIOTCS IIPaBUIIAMU Pa3rPaHUYCHUS JOCTYIIA.

Texnuyeckuil KaHaJA yredykd MHGOpPMALMU — COBOKYITHOCTh HOCUTENSI MHQOp-
Marmu (cpeactBa 00pabOTKU), (PU3MYECKON Cpelibl pachpocTpaHeHUs] UHPOPMATUBHOIO
CHUTHAJIa ¥ CPEICTB, KOTOPHIMU JTIOOBIBACTCS 3alUIiaeMast iH(GOpMaIius.

Texnnyeckue cpeacTBa HH(OPMAINMOHHON CHCTEMbI MMEPCOHAJIBHBIX aH-
HBIX — CPEJICTBA BHIYMCIIUTENILHON TEXHUKH, MH(POPMAITMOHHO-BBIYUCIUTETLHBIE KOMITICK-
Chl U CETH, CPEJICTBA U CUCTEMBI Tiepeiaun, mpreMa u oopadotku [1/1H (cpeacTBa u cuctembl
3BYKO3AITUCH, 3BYKOYCWJICHHUSI, 3BYKOBOCIIPOU3BE/ICHNS, TIEPETOBOPHBIE U TEJICBU3UMOHHBIE
YCTPOICTBA, CPEACTBA U3TOTOBIICHHS, THPAKUPOBAHUSI JIOKYMEHTOB U APYIUE TEXHUYECKUE
cpencTBa 00paboTKK peueBoH, rpaguyeckoii, BUaeo- U OyKBeHHO-IIM(POBOI HHGOpMAITIN),
MpOrpaMMHBIE CPEZICTBA (OTIEPAIIMOHHBIE CHCTEMbBI, CHCTEMBI YIIPABJICHUS Oa3aMyl JTaHHBIX
¥ T.IL.), CPEJICTBA 3AIUTHI HH(OPMAITUH, TIPUMEHSIEMbIC B MTH()OPMAITMOHHBIX CUCTEMAaX.

TpancrpanuyHasi mepeaada MepPCOHAJBHBIX JAHHBIX — Ieperada Tepco-
HaJIBHBIX JAHHBIX omepaTtopom uepe3 l'ocynapcrBeHHyro rpanuny Poccuiickon @e-
Jepaly opraHy BJIacCTH MHOCTPAHHOIO TrOCY/apcTBa, PU3NYECKOMY WM IOpUIUYe-
CKOMY JIMIly THOCTPAHHOTO TOCYJapCTBA.
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¥Yrpo3bl 6e30MacCHOCTH MEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTb YCJIOBUIA U (paK-
TOPOB, CO3JIAIOIIMX ONMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YKCJIE CITy4aliHOTO, JOCTyIa
K IIEPCOHAIIbHBIM JAHHBIM, PE3YJIETATOM KOTOPOrO MOXKET CTATh YHUUYTOKEHUE, N3MEHEHNE,
OJIOKUPOBaHUE, KOMMPOBAHUE, PACIPOCTPAHEHUE MEPCOHATBHBIX JIAHHBIX, & TAKXXE MHBIX
HECAaHKIIMOHUPOBAHHBIX JICUCTBUH MPH UX 00pabOTKe B MHPOPMAITMOHHON CHCTEME TIePCo-
HAJIbHBIX TaHHBIX.

YHUYTOXKEHHE MEPCOHAIBHBIX JAHHBIX — JICUCTBUS, B PE3YJIbTaTe KOTOPHIX HE-
BO3MOYKHO BOCCTAaHOBHUTD COJICpPYKaHUE MEPCOHATBHBIX JIAHHBIX B MH(OPMAIIMOHHON CHCTe-
Me TMEPCOHATBHBIX JAHHBIX WIM B PE3yJIbTaTe KOTOPHIX YHUUTOXKAIOTCS MaTepUabHbIC
HOCHUTEIU NEPCOHATBHBIX JIAHHBIX.

VYTeuka (GammmaemMoi) nHGOPMALIUM M0 TEXHUYECKHMM KAHAJIAM — HEKOHTPO-
JMpyeMOe pacnpocTpaHeHre HH(OPMALIMK OT HOCUTES 3alyIiaeMoi nH(OopMaluKl Yepe3
bu3rYecKyto cpedy A0 TEXHUYECKOTO CPEJICTBA, OCYIIECTBIISIONIETO nepexsar nHhopma-
1005058

Ys3BUMOCTD — CJIa00CTh B CPEJICTBAX 3ALUTHI, KOTOPYIO MOKHO MCIIONIB30BaTh JISt
HapyIIIEHHUs CUCTEMBI WM COJICpIKallIeiics: B Hel MH(pOpMAIIHK.

HesocTHoCcTh MHpOPMALIMM — CTTIOCOOHOCTH CPEICTBA BBIYUCIUTEILHON TEXHUKU
WM aBTOMATU3UPOBAHHON CUCTEMbI 00ECTIEUMBaTh HEM3MEHHOCTh HH(OpMAIIMHU B YCIIOBU-

SIX CITyYaHOTO W/WJIA TIPETHAMEPEHHOTO NCKaKEHUSI (pa3pyIIeHUS ).



OBO3HAYEHUSA U COKPALLIEHU A

ABC — aHTHBUpPYCHBIE CpEICTBA

APM — aBTOMaTH3UpOBaHHOE pabodee MECTO

BTCC — BcnoMoraTeibHbI€ TEXHUYECKHUE CPEACTBA U CUCTEMBI
NCI1JIz — nadopMaIpioHHas: CHCTEMA MIEPCOHATBLHBIX TAHHBIX
K3 — koHTpompyemast 30Ha

JIBC — nokanbHast BBIMUCIUTENBHAS CETh

MD — MexceTeBo 3KpaH

HC/I — HeCaHKIIMOHUPOBAHHBII JOCTYI

OC — onepanioHHasi cucTemMa

OV — 00pa3oBaTebHOE YUPEKACHUE

[1/11 — mepcoHabHBIE JAHHBIE

[IMB — nporpaMMHO-MaTEMATUIECKOE BO3IEHCTBHE

[1O — mporpamMmHoe o0ecreueHue

[I3MUH — no6o4HbI€ 31eKTPOMArHUTHBIC N3TyYEHUS 1 HABOIKH
CA3 — cucrema aHanm3sa 3alMIIEHHOCTH

C3U — cpeacTra 3amuThl THPOPMAILIUU

C3I1/In — cuctema (mojcucTemMa) 3aiuThl IEPCOHATBHBIX JTAaHHBIX
COB — cucrema 0OHapy>XeHUs! BTOP>KEHUN

TKYU — Texandeckre KaHaibl yTeUKd HHPOPMAITUU

VYBIT/IH — yrpo3bl 0€30MaCHOCTH MEPCOHAIBHBIX IaHHBIX

AUB — Anmunuctpatop HHOOPMAITMOHHON O€301TaCHOCTH
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BBEJIEHUE
Hacrosimas [onmutuka nadopmainmonHoi 6e3omacHocTH (anee — [lonutuka)

MyHUIIUTIATBHOTO aBTOHOMHOT'O YUPEXKICHHSI JIOMOJIHUTEILHOTO o0pa3oBanus [Jom
JICTCKOTO TBOPYECTBAa rOPOJICKOTO OKpyra 3BeHuropon (mamee - OY) sBusercs
oQUIMATBHBIM TOKYMEHTOM.

[TonuTuka pazpaboTaHa B COOTBETCTBUU C LEISIMH, 3aJa4yaMi U MPUHIUIAMU
obecrnieueHnss 0€30MaCHOCTH NEPCOHAIBHBIX JaHHBIX, M3JI0XKEHHbIX B KoHuenuuu
uHpopMmarmonnoi 6e3onacuoctu UCIT/n OV.

[TonmuTuka pa3paboTaHa B COOTBETCTBUM ¢ TpeOoBaHusMU DenepanbHOro 3a-
koHa oT 27 utonst 2006 1. Ne 152-D3 «O nepcoHanbHbIX JaHHBIX» U [locTaHOBICHMS
[IpaBuTenscTBa P® oT 01.11.2012 No 1119
"O6 yTBepkaeHUN TpeOOBAHUH K 3aIUTE IEPCOHATIBHBIX JAHHBIX NPU UX 00pabOTKe

B MH(POPMAIIMOHHBIX CUCTEMAX MEPCOHAIBHBIX TaHHBIX", HA OCHOBAHUHU:

- «PekoMenganuii mo oOecneyeHno O€30MaCHOCTH IMEPCOHANBHBIX JaHHBIX
pu UX 00paboTKe B MHPOPMALIMOHHBIX CUCTEMAX MEPCOHABHBIX JTaHHBIX)», YTBEP-

*kaeHHbix 3amectureneM aupekropa PCTIK Pocenn ot 15.02.2008 r.;

- «TumnoBbIX TpeOOBaHUU MO OpraHU3alUU M 00ECTIeUeHUI0 (PYHKITMOHHPOBA-
HUS UG POBATBHBIX (KpUNTOIPaQUUECKUX) CPEACTB, MPEIHAZHAYCHHBIX JIJIS1 3aIUTHI
uH(dopMaIuu, HE COAEpIKAIICH CBEIECHUHN, COCTABISAIONUX TOCYIapCTBEHHYIO TallHYy
B Cllydae UX HCIOJIb30BaHUs JJisl oOecrieueHus: 0e30MacHOCTH NEePCOHANBHBIX JaH-
HBIX MpU UX 00pabOTKe B MH(POPMALMOHHBIX CUCTEMAX MEPCOHAIBHBIX HAHHBIX,
yTBepkIeHHbIX pyKoBoaACTBOM & [lenTpa ®CB Poccuun 21.02.2008 r. Ne 149/6/6-662.

B IlonuTtuke omnpeaeneHsl TpeOOBaHUS K MEPCOHANY, 3a/ICHICTBOBAHHOMY B pa-
oore ¢ UCII[In OV, crenenb OTBETCTBEHHOCTH MEPCOHANA, CTPYKTYypa U HEOOX01U-
MBI YPOBEHb 3aIIUIIEHHOCTH, CTaTyC U JOJHKHOCTHBIE OOSI3aHHOCTU COTPYIHHKOB,

OTBETCTBEHHBIX 3a oOecreueHue 0e30macHOCTH mepcoHanbHbIX JaHHbIX B MCII/H

OV.
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1. O01mme MoJI0KEeHUA

Lenwro HacTosmiei [lomutrkm sBaseTcs oOeceueHne 0€30IacCHOCTH 0O BEKTOB
3amuThl OY OT BceX BUIOB YIpO3, BHEIIHMX W BHYTPEHHHUX, YMBIIUICHHBIX U He-
IIpEIHAMEPEHHBIX, MUHUMH3alUs yiiepOda OT BO3MOXKHOM peanu3aluu yrpo3 0es-
onacHoctu [11n (YBIIH).

be3onacHOCTh MEpCOHATBHBIX JAHHBIX JOCTUTAETCS MyTeM HUCKIIOYEHHUS He-
CaHKI[MOHUPOBAHHOI'O, B TOM YHKCJIE CIYy4YalHOTO, T0CTYIa K MEPCOHAIBHBIM JIAHHBIM,
pe3yabTaTOM KOTOPOI'O0 MOXKET CTaTh YHMUTOXKCHHE, U3MEHEHUE, OJJOKUPOBaHHE, KO-
MAPOBAaHUE, PACIIPOCTPAHEHUE MEPCOHAIBHBIX JIAHHBIX, @ TAKK€ MHBIX HECAHKIUO-
HUPOBAaHHBIX JCHUCTBHM.

Nudopmarus u cBsizaHHbIE ¢ HEH PECYPCHI TOJKHBI OBITh JIOCTYITHBI JUIsI aBTO-
PU30BaHHBIX MOJIb30BaTeNe. JI0OJKHO OCYIIECTBIATHCS CBOEBPEMEHHOE OOHapy»Ke-
HUe U pearupoBanue Ha Y BIIJIH.

JIOJDKHO OCYIIECTBIATHCS MPENOTBPAILLICHHE MNPEIHAMEPEHHBIX WM CIydail-
HBIX, YACTUYHBIX WJIA MOJHBIX HECAHKIIMOHUPOBAHHBIX MOJIU(PUKAIMI WU YHUUTO-
YKEHUSI TAaHHBIX.

CoctaB 00BEKTOB 3allMThI MPEJCTABJICH B IepeyHe 3amuiiaeMoi uHdopma-
1107078

Cocras UCII[In nognexanmmx 3anure, npeacraBieH B OTtuere o pe3yabTarax
MIPOBEJICHUSI BHYTPEHHEN TPOBEPKU.

Ora Ilonmurrka nHGOPMAITMOHHON 0€30IMacHOCTH ObliIa YTBEPIKICHA JTUPEKTO-
poM MyHUIMTIATEHOTO aBTOHOMHOTO YUPEXACHHS JOMOJHUTEILHOTO 00Opa30BaHUS
JloM neTckoro TBOpYECTBa TOPOJACKOIO OKpyra 3BEHHTOpOJ U BBEJACHA B JICHCTBUE

[Tpukazom Ne 64 ot 24.03.2017 t.
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2. O0JacTh aedcTBUA

TpebGoBanus Hacrosmieil [loaUTHKH pacnpoCTpaHSIOTCS HA BCEX COTPYIHUKOB
OV (mraTHbIX, Bp€MEHHBIX, pa0OTAIOUX O KOHTPAKTY U T.II.), @ TAK)KE BCEX IMPO-
YUX JIMI — PEICTABUTEIEN OpraHu3aluui, KOTOPbIe HAXOAATCSA B JOTOBOPHBIX OTHO-

meHusax ¢ OY (nmoapsiAunkuy, ayAUTOPHI U T.11.).
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3. Cucrema 3allIMTBI IEPCOHAJTBbHBIX TAaHHBIX

Cuctema 3amuThl nepcoHanbubiX AaHHbIX (C3II/[H) cTpouTcst HA OCHOBaHUMU:

- OTdera 0 pe3ynbTaTax MPOBEJCHUS BHYTPEHHEH MpOBEpKH (pa3padaThiBacT-

Csl HHIMBUYaJIbHO ISl 00pa30BaTEIbHOTO YUPEIKICHHUS);
- [lepeuns 3amumniaemoit nHGOpMaIUy,

- Mogaenu yrpo3 0e30MacHOCTH MEepCOHANBHBIX JAHHBIX (pa3paldaThIiBaeTCsl HH-

JTUBUAYAIIbHO JIs1 00pa30BaTEIBHOTO YUPEKICHHUS);

- [lonoxenuss o pa3rpaHU4CHUN IIpaB AOCTYyIIa K 06pa6aTI>IBaCMI)IM IIepco-

HaJIbHBIM JaHHBIM (PaSPGHIHTeJIBHaH CUCTEMaA O0CTYIIa K IICPCOHATIbHBIM IIaHHBIM);

- PykoBomsamumx nokymeHToB ®CTOK n ®Cb Poccun.
Ha ocHoBaHMU 3TUX JOKYMEHTOB OMNpEAeNsieTcs HEOOXOUMbINH YPOBEHb 3alllUIIECH-
Hoctu [I/Iln xaxmou UCII[IH OY. Ha ocHoBaHum aHanmu3a akTyaJbHBIX YIpoO3
6e3onacHoctu I1/IH, onucannoro B Mogenu yrpo3 u Otuera 0 pe3ysibTarax MmpoBe-
JIEHUsI BHYTPEHHEW MPOBEPKH, JEIAeTCs 3aKII0YEHUE O HEOOXOJIMMOCTH HMCIOJB30-
BaHUSI TEXHUYECKUX CPEACTB U OPraHU3AIMOHHBIX MEPOMPUATUM Il oOecredeHus
6e3onacHoctu [1/[H. BeiOpanHbie HE0OX0AMMBIE MEPOTTPUATHS OTpaxkatoTcs B [mane
MEpOMPUATUIA 10 obecTieueHnto 3amuThl [1/]H.

Jns xaxaoit UCITJIH noskeH ObITh COCTABIICH CITUCOK MCIOJIb3YEeMbIX TEXHU-
YECKUX CPEJICTB 3AllUTHI, a TaKKE MPOrPaMMHOT0 OOECIEeYEHUSs, Y4aCTBYIOIIETO B

obpabotke I1/In Ha Bcex anementax UCII/IH:
- APM nosnb3oBartenen.
- CepBepa NpUIIOKEHUH.
- CYBU.
- I'panunsl JIBC.

- Kananpl mepegaun B ceTu OOIIEro MOJb30BaHUS U (MJIM) MEXIYHAPOIHOTO

oOMeHa, eciu o HuM tniepeaarorcs [1/1x.
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B 3aBucumoctu ot ypoBHs 3amuineHHocTd MCIIIH u akTyalbHBIX yrpos,

C3I1/IH MOKeT BKJIIOYATh CIIECIYIONINE TEXHUUYECKHUE CPEICTBRA:
- aHTUBUPYCHBIE CPEJICTBA ISl paO0OYMX CTAHIUMH MOJIb30BaTeNIel U CEPBEPOB;
- CpEICTBA MEKCETEBOI'0 SKPAHUPOBAHUS;

- cpencTBa KpuntorpadudecKkoi 3ammThl HHPOPMAIMU, TPU Teperade 3alim-
aeMoi MHPOpMaIMKY MO KaHajlaM CBSI3H.

Takxke B CIMCOK MOJDKHBI OBITh BKIIFOYCHBI (DYHKITUW 3aIUTHI, 0OeCrieurBac-
Mbl€ IITATHBIMU cpeacTBamMu 00paboTku [IJIH omepallMOHHBIMH CHCTEMaMH, MpPH-
kiIaaHaeM 11O U cnenuanbHBIMU KOMIUIEKCAMH, PEATU3YIOIIMMH CPEJICTBA 3AIIUTHI.
Cnucox (GyHKIUI 3allIUThI MOKET BKJIIOUYATD:

- YIPaBJICHUE U Pa3TPAaHUUYCHUE JOCTYIA ITOJIb30BaTEIICH;

- PETUCTPALIMIO U YyUYeT ACUCTBUH ¢ MH(POPMALIHEI;

- obecrnieueHue 1eIOCTHOCTH JTAHHBIX;

- OOHapy>KEHNE BTOPKEHUIA.

Cnucok UCTOoJIb3yEMbIX TEXHUUECKUX CPEACTB OTpaxaercs B [Inane meponpu-
ATUA 1O OOECTICUCHUIO 3alUThI MEPCOHATBHBIX JaHHBIX. CHHCOK HCIOJIb3yEeMbIX
CPEACTB JOJDKEH MOJJACPKUBATHCA B aKTyaIbHOM COCTOSIHMHU. [Ipu m3MeHeHnun co-
CTaBa TEXHUYECKUX CpelCTB 3amuThl Wik 3nemeHToB MCII/IH, cooTBETCTBYIOIINE
W3MEHEHHS JOJHKHBI ObITh BHECEHBI B CIUCOK U yTBEpKAEHBI AupekTopoM OV wmin

JIAIIOM, OTBETCTBEHHBIM 3a oOecrieueHue 3amuThel 11/1H.
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4. TpeooBanus k nogcucremam C3I1/1n

C3I1/Ix BkIIOYAET B ceOsl CIASAYIONINE TTOJACUCTEMBI:

- YIIPaBJIEHUS JOCTYIIOM, PETUCTPALIU U yUETa;

- o0ecreyeHust UENOCTHOCTH U IOCTYITHOCTH;

- AHTUBUPYCHOM 3aILINUTBHI;

- MEXXCETEBOT0 YKPaHUPOBAHMS;

- aHaJIM3a 3alUIIEHHOCTH;

- O0Hapy’KEHUs1 BTOPKEHUIL;

- Kpunrorpapu4ecKon 3aiuThl.

[Moacucremsr C3I1/IH uMer0T paznnyHyo (yHKIHOHAIBHOCTh B 3aBUCUMOCTH
ot knacca UCII/IH, onpeneneHHoro B Akte KiaccupUKauu MHPOPMAITMOHHON CH-
CTEMBI IEPCOHANBHBIX AaHHBIX. Criucok cooTBeTcTBUs (pyHKIMil noacuctem C3II/IH

KJIACCy 3allIMIICHHOCTH ITPCACTABJICH B HpI/IJIO)KeHI/II/I 1.

4.1. MoacucreMbl ynpaBJieHusi J0CTYIIOM, PErHCTPALMU U y4YeTa

IToncucrema yrpaBieHuss AOCTYIIOM, PETMCTPALIMM U ydeTa MpEIHA3HAYEHA

JUISL peau3aiiu ClAeayommuX QyHKIUI:

- WICHTU(PUKALUKA U TTPOBEPKU MOJIMHHOCTU CYOBEKTOB JOCTYIIA MPU BXOJIE B

WCTI/Tx;

- I/I,Z[GHTI/I(l)I/IKaHI/II/I TCPMHUHAJIOB, Y3JIOB CCTH, KaHAJIOB CBA3M, BHCIIHHX

YCTPOMCTB IO JJOTUYECKUM HUMEHAM;

- UCHTU(PUKALUK [IPOrpaMM, TOMOB, KaTajoron, (ailios, 3amnucei, noyien 3a-

MMcel 10 UMEHAaM;

- perucTpaiuu Bxojaa (BeIxo/a) CyObEKTOB JOCTyNa B CUCTEMY (U3 CHUCTEMBI),
MO0 perucTpanuu 3arpy3kd U MHUIMAIU3AIUU ONEpAllMOHHOM CUCTEMBI U €€ OCTa-
HOBA.

- PETUCTpALMK MOMBITOK JIOCTYMa MPOrpaMMHBIX CPEACTB (IIporpamm, mpolec-

COB, 3aJ1a4, 33JIaHU) K 3allH1IIaeMbIM (aiiam;
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- perucTpanuu NOoMbITOK AOCTYyIa MPOrpaMMHBIX CPEJICTB K TEpMUHAIaM, Ka-
HajaM CBS3H, IpOrpaMMaM, ToMaMm, Katajoram, gaiiaam, 3aucsiM, MOJISIM 3alUCEeH.

[Toncucrema ympaBiieHUs TOCTYIOM MOXET OBITh peaju30BaHa C MOMOILBIO
HITaTHBIX cpencTB 00padoTku [1/IH (omeparmonsbix cucteM, npuinoxkeHuit u CYB/I).
Takxke MOXeT ObITh BHEIPEHO CIELUUAJIbHOE TEXHUYECKOE CPEICTBO WM HUX KOM-
IUIEKC, OCYLIECTBISIFOIINMI TONOJHUTENbHBIE MEPHI 110 ayTEHTU(PUKALIMN U KOHTPOJIIO.
Hanpumep, npuMeHeHNE €ANHBIX XPAHWINIL YYETHBIX 3alMCEll MOIb30BaTeNel U pe-
TMCTPAlMOHHON MH(pOpMaIuK, UCIOIb30BAHNE OMOMETPUUECKUX U TEXHUYECKHUX (C

MOMOIIBIO 3JEKTPOHHBIX MPOMYCKOB) MEP AyTEHTU(PUKALUU U APYTHX.

4.2. HOI{CI/ICTeMa o0ecrneyeHus HEJOCTHOCTH M NO0CTYITHOCTH

IToncucrema obecriedeHus: LEIOCTHOCTH M JOCTYIMHOCTH IpEeIHA3HA4YEHA IS
o0ecrnieueHusi 1ENOCTHOCTU U JocTynHocTH [I/IH, mporpaMMHBIX M ammaparHbIX
cpenctBs UCII[An OY, a Takxke CpPEencTB 3alllUTHI IIPU CIYYaWHOW WM HAMEPEHHOU
MOJIU(HUKALUH.

[ToncucreMa peanusyercsi C TOMOLIBI0 OPTaHU3ALUU PE3EPBHOTO KOIIMPOBAHHUS
0o0pabaTbIBa€MbIX JTaHHBIX, a TAKXKE PE3ePBUPOBAHMEM KIIIOUYEBBIX 31emMeHToB M C-

IT/1H.

4.3. TloncucreMa aHTUBUPYCHO# 3a1IHUTHI

[Toncucrema aHTUBMPYCHOM 3alIUTHI MpEIHA3HAYEHA JIJIsl 00eCIeYeHUsl aHTH-
BUPYCHOM 3amuThl cepepoB U APM nons3oBareneit UCII I OV.
CpencTBa aHTHBUPYCHOM 3allMTHl NPEIHA3HAYEHBI JUIS peallM3ally CIEAyIo-

X QyHKIMM:
- PE3UACHTHBIM AHTUBUPYCHBI MOHUTOPHHT
- QaHTUBUPYCHOE CKAaHUPOBAHUE;
- CKpUNT-0JIOKUPOBAHUE;

- [ICHTPAJIN30BaHHAsA/yAaJIeHHAs] yCTaHOBKA/IEMHCTAIISIUS AHTUBUPYCHOTO
MIPOYKTa, HACTPOMKA, aIMUHUCTPUPOBAHUE, IPOCMOTP OTYETOB U CTATUCTUYECKOU

nH(popmMaru 1o padoTe MPoayKTa;

- aBTOMAaTU3UPOBAHHOE OOHOBJICHHE aHTUBUPYCHBIX 0a3;
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- OIrpaHUYCHHUC IIpaB IMOJb30BATCIIA HAa OCTAHOBKY HCIIOJIHACMBIX 3aJlad U H3-

MEHEHHE HACTPOECK aHTUBUPYCHOTO TPOTPAMMHOTO 00€CTICUCHUS;

- AaBTOMAaTUYECKUI 3aIyCK cpa3y MOCIE 3arpy3Ku OlepalOHHON CUCTEMBI.
[loncucrema peanu3yercs IyTEM BHEAPEHHUS CHELUATBHOTO aHTUBHPYCHOIO

nporpaMmmMHOTro ooecrnedenust Ha Bce anemeHTsl MCIT/IH.

4.4, TloacucremMa MeKCeTEeBOr0 IKPAHUPOBAHMS

[ToncucremMa MEXCETEBOTO SKPAHUPOBAHUS MpeIHA3HAYEHA [IJIS peaiu3aliu
CIIEAYIOIUX (PyHKITHIA:

- GuiIbTpalMM OTKPHITOrO M 3ammdppoBaHHOro (3akpeitoro) IP-tpaduka mo
pa3IMYHBIM ITApAMETPAM;

- ¢UKcaluM BO BHYTPEHHMX KypHaJlax MH(OpPMaLMK O MPOXOMASIIEM OTKPHI-
TOM U 3aKkpbiToM [P-Tpaduke;

- uAeHTU(DUKAINKY U ayTeHTU(PUKAIIMU aIMUHUCTPATOpa MEXCETEBOIO dKpaHa
IIPU €ro JIOKAJBHBIX 3alpocax Ha JOCTYIL;

- peructpanuu Bxojaa (BbIX0OJa) aJMUHUCTpPATOpPa MEXKCETEBOr0 AKpaHa B CH-
cTteMy (U3 CUCTEeMBbI) MO0 3arpy3Ku U MHUIMATU3AIUN CUCTEMBI U €€ MPOTrPaMMHOTO
OCTaHOBA;

- KOHTPOJIS EJIOCTHOCTH CBOEH MPOrpaMMHOM M MH(POPMALIMOHHOMN YacTH;

- GUIBTPALIMK MAKETOB CIYKEOHBIX MPOTOKOJIOB, CIYKAIIMUX ISl AUATHOCTUKH
U yTpaBlieHUs pab0TOMN CETEBBIX YCTPONCTB;

- GUIABTpALIMM C YYETOM BXOJHOTO M BBIXOJHOIO CETEBOT0 MHTEepdeica Kak
CpEACTBa MPOBEPKH MOJJMHHOCTU CETEBBIX aJI[PECOB;

- PETUCTpALIMU U yU€Ta 3alpallliBa€MbIX CEPBUCOB MPUKIIATHOTO YPOBHS;

- OJIOKMpOBaHUS JOCTyINa HEUJACHTU(PUIIMPOBAHHOTO OOBEKTAa WU CYyOBEKTa,
MO/JTMHHOCTh KOTOPOTO TMPU ayTeHTH(PUKANMM HE TOITBEPAWIACH, METOJaMH,
YCTOMYMBBIMU K MIEPEXBaTYy;

- KOHTPOJIS 33 CETEBOW aKTMBHOCTHIO MPUJIOKEHUN U OOHAPYXKEHUSI CETEBBIX
aTax.

[Toncucrema peanusyeTcsi BHEAPEHUEM TPOrPAMMHO-AIAPATHBIX KOMILIEKCOB

MEXCETEBOI0 3KpaHrpoBanus Ha rpanule JIBC, knaccom He Huxke 4.
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4.5. IloacucreMa aHAJIN3A 3AIIUIIEHHOCTH

[Toncucrema aHanu3a 3alMILEHHOCTH JO0JKHA OOECIIEUNBATh BBISIBICHUS Ysi3-
BUMOCTEMH, CBA3aHHBIX ¢ ommoOkamu B koHpuryparuu 110 UCII[dH, koTopble MOTYT
OBITh MCIIOJIH30BaHbl HAPYIIUTEIEM JUIsl peaIu3ali aTaK1 Ha CUCTEMY.

DYHKIMOHAIBHOCTh MOJICUCTEMBI MOXET OBITh pealn30BaHa MPOrpPAMMHBIMH

Y IIPOTPAMMHO-ANIAPATHBIMU CPEICTBAMH.

4.6. Iloacucrema oOHApPY:KeHNsI BTOP:KEHU I

[Toncucrema oO6HapyKEHHUST BTOP)KEHHUM 0 KHA 00€CTIeUnBaTh BBISBICHUE Ce-
TeBBIX arak Ha 3nmeMeHThl UCIIIH, moaKIIOYeHHBIE K CETAM OOIIEro MOJIb30BaHUSI U
(WJI) MEXAYHApOJHOrO0 OOMEHa.

OYHKIMOHAIBHOCTH MOJICHCTEMBI MOXKET OBITh pPealM30BaHa MPOrPAMMHBIMU

Y IIPOTPAMMHO-ANNAapPATHBIMU CPEICTBAMH.

4.7. MoacucreMa KpUNTOrPaduUeCKoil 32U THI

[loncucrema KpunTOrpagUUecKon 3alIUThl MpeAHA3HAYCHA I UCKIIOUYCHUS
HC/] x 3amumaemoit uadopmaruu B UCITIn OY npu ee nepenade 1mo kaHajaaM CBsI-
3M CeTel 00ILEro MoJIb30BAHUS U (M) MEXIYHAPOAHOTO OOMEHa.

[loncucrema peanuszyeTcss BHEAPEHHEM KpUNTOTPaQUUECKUX MPOrpaMMHO-

alrapaTrHbIX KOMIIJICKCOB.
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5. IMoaw3oBareau UCIIAn

B Konnenuuu nHpoOpMaimoHHON 6€30MaCHOCTH OMPE/IEICHb OCHOBHBIE KaTe-
ropuu mnojb3oBareneil. Ha ocHOBaHMM 3THX KaTeropuu JOJDKHA OBITH MPOU3BEACHA
tunu3zanus nonszoBarenet UCII/H, onpeaeneH X ypoBeHb JOCTyIa U BO3MOKHO-
CTH.

B UCIIJz OY M0HO BBIAEIUTH CIEAYIOIIME IPYIIbI MTOJIb30BATENIEH, ydacT-

ByIOIIMX B 00paboTke u xpanenuu [1/1H:
- Anmunuctpartop UCITH;
- Anmunuctparop 6e3onacHoctu MCII/IH;
- Onreparop APM;
- AIMUHUCTPATOD CETH;

- TexHuyeckuil cneruaInucT no oOciykuBaHuto nepudepuitHoro odopya0Ba-

HUS,

- [Iporpammuct-pazpadorunk MCII/H.
JlanHBIC O TpyMMax MOJB30BATENAX, YPOBHE UX JOCTYIAa U MHHOPMHPOBAHHO-
CTH JI0JbKEeH ObITh oTpaxkeH B [lonoskeHnn o pa3rpaHMyueHuu MpaB JOCTyIa K oOpaba-

TBIBACMBIM IICPCOHAJIBHBIM JaHHBIM.

5.1. Anpmunucrpatop UCIIAn

Anvunuctparop UCII/IH - corpygauk OV, OTBETCTBEHHBIM 3a HACTPOWKY,
BHeapenne u conpoBoxaeHue MCII[IH. OGecneunBaeT GyHKIIMOHUPOBAHUE TTOJICH-
creMbl ynpasieHus poctynom WCII[IH v ynoJIHOMOYEH OCYILIECTBISATh MPENOCTAB-
JIEHWE W pa3rpaHUYCHHUE JOCTyINa KOHEYHOro Mojb3oBaTens (omeparopa APM) k
AJIIEMEHTAaM, XPaHsAILINUM [1IEPCOHAJIbHBIC TaHHBIC.

Anmunuctpatop UCII/IH o61agaeT ciaeayronmM ypoBHEM JOCTYIA U 3HAHUI:

- oOagaeT nojaHoM nHpopMalel 0 CHCTEMHOM U MPHUKJIATHOM IMPOrpaMMHOM
ooecneuennu MCII/H;

- o0asaet noHoM HpopMaIUel 0 TEXHUYECKUX CPEJCTBAX U KOH(PUTypalluu

WCTITx;
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- UMEEeT JIOCTYN KO BCEM TEXHUUYECKUM CpeCTBaM 00paboTKH mH(opMaIuu u
nanasiM UCIT/IH;
- obnamaer mpaBaMu KOH(PUTYPUPOBAHUS W aJAMUHHUCTPATUBHOM HACTPOMKH

texHuueckux cpeacts UCIIIH.

5.2. AaMuHHCTPATOP 6€30MaCHOCTH

AnmunHuCcTpaTop 0e30macHOCTH - coTpyAHUK OVY, OTBETCTBEHHBIN 32 (PyHK-
nuonupoBanue C3I1/IH, BKiIto4ast 0OCiIy)KMBaHUE U HACTPOMKY aJMUHUCTPATUBHOM,
CEpPBEPHOMN M KIIMEHTCKOM KOMITOHEHT.

AnmunucTpaTop 0€30macHOCTH O00JIaJaeT CIASAYIOUMM YPOBHEM JOCTYyNa U

3HAHUM:
- obnanaer npaBamu Anmunuctparopa UCIT/IH;
- obnamaer nonHou undopmarmeit 06 UCIIH;

- UIMEET JIOCTYI K CPEeACTBaM 3allUThl HTHPOPMALIMK U IPOTOKOJIUPOBAHUS U K

yacTu Karo4eBbiX dsieMeHToB UCII/IH;

- HE UMEET MpaB JIOCTYMa K KOHQUTYPUPOBAHUIO TEXHUYECKUX CPEJICTB CETH 32
HCKJTIOYEHHUEM KOHTPOJIBbHBIX (MHCIIEKIMOHHBIX).

AIMUHHCTpPATOP OE30MACHOCTH YIIOJIHOMOYECH:

- peaIN30BbIBATh MOJIUTUKY O€30MacCHOCTH B YaCTH HACTPOMKU CUCTEMBI KOH-
TpoJs 3anmThl nHpopMaruu (CK3HM), MekceTeBbIX SKpaHOB U CUCTEM OOHAPY KCHHUS
aTak, B COOTBETCTBHM C KOTOPBbIMU ToJib3oBaTenb (Oneparop APM) momyyaer Bo3-
MOXHOCTb padoTtats ¢ asemenTamu MCII/IH;

- OCYILECTBJISITh ayAUT CPEJICTB 3AIIUTHI;

- YCTaHAaBIMBAaTh JOBEPUTEIbHBIE OTHOIIECHUS CBOEH 3alIMIIEHHON CETH C Ce-

TAMU IPYTUX HOAPA3ACICHUM.

5.3. Onepatop APM
Omnepatop APM - corpynauk OV, ocymectsistonuit oopadorky [1/{n. O6-

pabotka I[1/In BkIrouaeT: Bo3MOKHOCTh npocMoTpa I1/IH, pyunoit BBoa IIJIH B cu-

cremy UCII/IH, ¢dopmupoBaHue CpaBOK U OTYETOB MO MUH(OPMAIUU, MOTYYECHHOU
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u3 UCII[x. Oneparop HEe UMEET MOJTHOMOYMM /IS YIPABJICHUS MOJCUCTEMaMU 00-
pabotku nanubix U C3I1/H.

Omnepatop UCIT/IH obnagaeT ciieqyronM YpoBHEM JOCTyNa U 3HAHUM:

- o0amaeT BceMu HEOOXOIUMBIMU aTpuOyTamu (Hampumep, mapojem), obec-
MEYUBAOIIMMHU IOCTYTI K HEKOTOPOMY ITOAMHOkeCTBY I1/1H;

- paciojaract KOH(l)I/II[eHHI/IaJIBHBIMI/I JaHHBbIMH, K KOTOPBIM UMCCT OOCTYVYII.

5.4. AIMHMHHMCTpPATOP CeTH

AnmuHHCTpaTOp ceTH - cOTpyAHUK OV, OTBETCTBEHHBIN 3a (PYHKIIMOHUPOBA-
HUe TeaekoMMyHUKamoHHou noacucteMsl UCII/IH. AnMuHUCTpaTOp ceT HE UMEET
MOJIHOMOYMM JIsl yIIPaBJICHUS IOJICUCTEMaMH 00paOOTKH JaHHBIX U 0€30I1aCHOCTH.

AJIMUHHCTpATOp CETH 00JIaJaeT CAEAYIOIUM YPOBHEM JIOCTYyNA U 3HAHUM:

- 00y1ajaeT yacThi0 MHPOPMAIUU O CUCTEMHOM M MPUKJIAJAHOM MPOTPaMMHOM
ooecrieuernun UCII/IH;

- o0aaer 4yacThio MH(OPMAIIMU O TEXHHYECKUX CPEACTBaX U KOH(UTypaluu
NCI1/H;

- UMeeT (PUBMYECKHUI JTOCTYN K TEXHUYECKUM CpeACTBaM 00pabOTKu MHGOP-
MalyH U CPeICTBAM 3aIUThI;

- 3HACT, 110 MEHBIIIEH MCPEC, OAHO JICTAJIbHOC UM JOCTYIIA.

5.5. TexHnuyeckuii CNeUAINCT MO 00CTYKUBAHUIO NIepudepriiHOTO
00opya0BaHMS

TexHuyeckuil CrnenuanucT mo oOCHyKuBaHUIO - coTpyaHuk OY (wm UC-
[1/1H), ocyiecTBISIOMMIA 00CITy>)KHBAaHUE U HACTPOUKY TepudepuitHoro o0opyaoBa-
Hust UCII{H. TexHUuyecKui CHeruaiucT Mo OOCTY>KMBAaHUIO HE MMEET JOCTyIa K
[1/1H, HE UMeEeT MOJTHOMOYHUH JJIs YIPaBICHUS TOJICUCTEMaMH 00paOOTKH JaHHBIX H
0€30IaCHOCTH.

TexHHUYeCcKuil CeuanucT N0 00CIy>KMBaHUIO 00JIa/IaeT CIAEAYIOIIMM YPOBHEM
JIOCTYIIA ¥ 3HAHUN:

- 00JaaeT 4yacThi0 UHPOPMAIIUUA O CUCTEMHOM M MPHUKIATHOM MPOTPAMMHOM
ob6ecrnieuernnn UCII/IH;

- o0agaeT yacThio MH(POPMAIIMKM O TEXHUYECKUX CPEACTBAX U KOH(UTypaluu
NCTIH;
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- 3HAET, 10 MEHBIIIEH MCPEC, OAHO JICTAJIbHOC UM JOCTYIIA.

5.6. IIporpammuct-pa3zpadoruux UCIIIn

[IporpaMMHCTBI-pa3pabOTUUKU (ITOCTABIIUKK) MPUKIATHOTO MPOTPAMMHOTO
oOecrniedueHrs 00ECIIEUYMBAIOT €T0 COIMPOBOXKICHHWE Ha 3amuiaeMoM ooObekte. K
JAHHOM TpyIEe MOTYT OTHOCUTBHCS Kak cOoTpyAHUKH OV, Tak U COTPYIHHKH CTO-
POHHUX OpraHU3aLUN.

JIuno »ToM Kareropuu:

- obmagaeT uHQpOpMaIel 00 arropuTMax M mporpammax 0o6padboTku uHQOp-
maruu B UCII/H;

- 00Ja1aeT BO3MOKHOCTSIMA BHECEHHSI OIIMOOK, HEIEKIApUPOBAHHBIX BO3-
MO>KHOCTEW, MPOTrPaMMHBIX 3aKIaJ0K, BPEIOHOCHBIX MPOrpaMM B MPOrpaMMHOE
obecneuenne MCII/Ix Ha craguu ee pa3pabOTKH, BHEIPEHUS U COMPOBOKICHMUS;

- MOJKET pacroJiaraTh JOObIMU (parMeHTamMu HH(pOpManuu O TOMOJOTUU
NUCTIIH u TexHudeckux cpeacTBax o0padoTku u 3aumThl [1/1H, oOpadaTbiBaeMbIX B

WUCTIIn.
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6. TpeGoBaHus Kk mepcoHajy no odecnedyeHuio 3amuThI [11{n

Bce corpynnuku OV, sBisttomuecs noas3oateiasiMu UCIH, 10mKHB 4€TKO
3HATh M CTPOTO BBIMOJIHATH YCTAHOBJIEHHBIE MPABWIIA U O0S3aHHOCTHU IO JOCTYIY K
3alUIIaeMbIM 00BEKTaM U COOIIOJICHHUIO PUHATOTO pexuma 6ezonacHoctu [1/H.

[Ipn BCTyIuleHHMM B JOJDKHOCTH HOBOIO COTPYJHHKA HEMOCPEACTBEHHBIN
HaYaJIbHUK MOJPa3/eIeHHs], B KOTOPOE MOCTYMAET COTPYAHUK, 00s13aH OpraHru30BaTh
€ro O3HaKOMJICHHE C JOKHOCTHOM MHCTPYKUMEH U HEOOXOJUMBIMU JOKYMEHTaMH,
periiaMeHTupyrommmMu Tpedbosanust no 3ammte [1/1H, a Takke oOyueHue HaBBIKAM
BBITIOJIHEHUS TIPOLIEYpP, HEOOXOIMMBIX JJI CAaHKIIMOHUPOBAHHOTO HCIIOJIb30BaAHUS
NCITH.

CoTpyIHUK OJKEH OBITh 03HAKOMJIEH CO CBeAeHUsIMU HacTosAel [lomutukuy,
NPUHATHIX Tpouenyp padotsl ¢ anementamu UCITAH u C3I1/1H.

Cotpynnuku OV, HCNONB3YIOIIME TEXHUYECKHUE CPEACTBA ayTECHTH(PHUKALUH,
JOJDKHBI 00€CIeurBaTh COXPAHHOCTh UJEHTU(UKATOPOB (PIEKTPOHHBIX KIIOYEH) U
He ponyckath HCJ/[ x HMM, a Tak € BO3MOXHOCTb MX YTE€PU WM MCIOJIb30BAHUS
TpeTbUMH JIMIAMH. [losb30BaTeN HECYT NMEPCOHAIBHYIO OTBETCTBEHHOCTH 3a CO-
XPAaHHOCTh UJAEHTU(UKATOPOB.

Corpynuuku OY DOJKHBI CIEAOBAaTh YCTAHOBJICHHBIM MpOLEIypaM MOAJIEP-
*)aHus pexxuma 6e3omacHocty [1/]H npu BIOOpE U UCTIOIB30BAHUU MTAPOJICH (€CTH He
UCITOJIb3YIOTCSl TEXHUUECKUE CPENICTBA ayTEHTU(UKAIUN).

Cotpynnuku OY nomxHbl oOecredrBaTh HAJUJIEKAIYI0 3allUTy 00OpyoBa-
HUS, OCTaBIsieMOro 0e3 MpUcMOTpa, OCOOEHHO B TEX ClIydasx, KOTrJa B MOMEIICHHE
UMEIOT JOCTYI MOCTOPOHHUE Jiniia. Bee mosib3oBaTenn AOMKHBI 3HATh TpeOOBaHUS
no Oe3omacHocty [IJI[H m mporeaypsl 3amuThl 000PYyIOBaHUS, OCTaBICHHOTO 0€3
MPUCMOTPA, a TAKKE CBOM 00S3aHHOCTHU MO 00ECIIEYEHHUIO TAKOM 3aIUTHI.

CoTpyaHuKaM 3alpeniaeTcss yCTaHABIMBATH IIOCTOPOHHEE MPOrPAMMHOE
oOecrieueHune, MOIKJII0YaTh JIUYHbIE MOOMIBHBIC YCTPOWCTBA U HOCUTEIN HHGPOpMa-

IIMU, a TaK K€ 3aliChIBaTh HA HUX 3aIMINAEMYI0 HH()OpMAIIHIO.
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CoTpynHUKaM 3ampeniaercs pasriiamarh 3alldIacMyl0 HH(pOpMalu, KOTo-
pasi cTana UM M3BECTHA MpHU padboTe ¢ HHPOopMaAIMOHHBIME cucTtemMamu OV, TpeTbUM
JULAM.

[Tpu padore ¢ [11n 8 UCII[Jn cotpynnuku OV o00s3aHbI 00€CTIEYUTh OTCYT-
CTBHE BO3MOKHOCTH npocmotpa IT[[H Tperbumu nunamu ¢ MOHUTOPOB APM wnn
TEPMUHAJIOB.

[Tpu 3aBepmienuu padoter ¢ UCII[a corpynauku 00si3aHbl 3amuTuTh APM
WIM TEPMUHAJIbl C IOMOIIbIO OJOKMPOBKU KJIHOYOM WJIM 3KBUBAJIEHTHOI'O CPEICTBA
KOHTPOJIs, HAl[pUMEP, TOCTYIOM I10 MApOJII0, €CIIM HE UCTIOIb3YIOTCS 00JIee CUIIbHBIE
CPENCTBA 3AINTBHI.

Cotpynnuku OV 10KHBI OBITH MPOUH(DOPMHUPOBAHBI 00 yrpo3ax HapylIEHUs
pexuma 6e3onacHocTd [I/IH 1 OTBETCTBEHHOCTH 3a ero HapyueHue. OHU JOJIKHBI
OBITh O3HAKOMJIEHBI C YTBEPKJAECHHON (hopMaIbHON MPOLEAYpON HAOKEHUS AUCLIH-
IUIMHAPHBIX B3BICKAHWI HA COTPYIHUKOB, KOTOPBIE HAPYLIWIH IPUHATHIE MOJIUTHKY
u niporieaypsl 6e3onacuoctu [1JIH.

CotpynHuku 0053aHBI O€3 MPOMEICHUST coo0IaTh 000 BceX HaOII0aeMbIX
WIM OJ03pUTENbHBIX citydasix padotsl UCII/IH, Morymux nosieyds 3a co00i yrpo3sl
oe3zonacHoctu I1/[H, a Takke O BBIABICHHBIX UMU COOBITHSX, 3aTparvBarolux Oe3-
onacHocTh [IJ[H, pyKOBOACTBY MOJApa3AeieHUs U JINIY, OTBEYAIOUIEMY 32 HEMEJICH-

HOE pearupoBaHue Ha yrpo3bl Oe3onacHocTu [1/1H.
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/. JlonkHOCTHBIE 00s13aHHOCTH MoJib3oBaTteaeil MCII/In

JomxHocTHbIe 00s3aHHOCTH monb3oBaTeneit UCII/In onucansl B cienyrommx
JOKyMEHTaX:

- UncTpykuus agmuaucTtparopa 0e3onacHoctu UCI/IH;

- UucTpykums nons3osarens UCIIIH;

- MHCTpyKIMS 10JI30BaTeNs P BOZHUKHOBEHUHU BHEIUTATHBIX CUTYalLlUM.

- HCTpyKIMs IO OpraHu3anuy MapoJIbHOM 3aIUTHI.
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8. OtBercTBeHHOCTH coTpyainnkoB UCIIAn

B cootBercTBUU cO cT. 24 DenepanbHoro 3akoHa Poccuiickoit denepanuu ot
27 ntons 2006 r. Ne 152-@3 «O nepcoHaNbHBIX JAHHBIX)» JUIA, BAHOBHBIE B HApPYy-
HeHuM TpeOoBaHM HaHHOrO deneparbHOro 3aKOHa, HECYT IPaXKIAHCKYIO, YTOJOB-
HYI0, AIMUHUCTPATUBHYIO, TUCIUIUIMHAPHYIO U UHYIO IPEAYCMOTPEHHYIO 3aKOHOa-
TesbcTBOM Poccuiickoii depepaniuy OTBETCTBEHHOCTD.

JleiicTByto1ee 3aKOHOAATETHCTBO PD M0O3BOMSET NPEeaABABIATH TPEOOBAHUS 110
oOecrieueHuto 6e30macHO paboThl ¢ 3alMIaeMol HHpOpMalMe U MmpeaycMaTpu-
BAET OTBETCTBEHHOCTh 32 HAPYIIECHUE YCTAHOBIECHHBIX NpaBUJI dKCILTyaTauuu OBM u
CUCTEM, HEMPABOMEPHBIA NOCTYyN K MH(GOPMALMH, €CIH 3TH ACHCTBUSA MPUBEIH K
YHUYTOXEHUIO, OJIOKMPOBAHUIO, MOAUGUKAIIMN UHPOPMALIUA WU HApYIICHUIO pa-
0601bl OBM unu cereit (crarbu 272,273 u 274 YK PO).

Anmunuctpatop UCIIJIH u anMuHucTparop 0€30MacHOCTH HECYT OTBETCTBEH-
HOCTb 3a BCE JICUCTBUS, COBEPLICHHBIE OT UIMEHU MX YUYETHBIX 3aIIMCEU WU CUCTEM-
HBIX YUYETHBIX 3alHUCEll, €CIM He JOKa3aH (PakT HECAHKIMOHUPOBAHHOIO MCIOJIb30Ba-
HUSI YUYETHBIX 3alUCEN.

[Ipn Hapymenusx corpynaukamu OV - mons3oBarensmu MCII/IH nmpasuin,
CBSA3aHHBIX ¢ Oe3omnacHOCThiO [IJ[H, OHM HECyT OTBETCTBEHHOCTH, YCTAHOBIIEHHYIO
JEUCTBYIOIIUM 3aKoHOAaTenbcTBOM Poccuiickon denepanuu.

[IpuBeneHHbIC BhIlIE TPEOOBAaHUS HOPMATUBHBIX TOKYMEHTOB IO 3alllUTE MH-
dbopmanu TOJKHBI ObITh OoTpakeHbl B [lonoxenusix o monapasaeneHusix OV, ocy-
mecTisttonux 06padorky I1/ln B UCIIJIH 1 MOMKHOCTHBIX WHCTPYKITUSAX COTPY/I-
HUKoB OY.

HeoOxoaumo BHectu B [lonoxenus o noapazaenenusax OV, oCyIIECTBISIIOIINX
oopabotky [1/In B UCII/IH cBenenust 00 OTBETCTBEHHOCTH MX PYKOBOIUTENEH U CO-
TPYJIHUKOB 3a pa3riiallleHue U HECAHKIIMOHUPOBAHHYIO MOIU(DUKAIINIO (MCKAKEHUE,
danscudukamnuio) [1JIH, a Takke 3a HEMTPaBOMEPHOE BMEIIATEIBCTBO B MPOIIECCHI UX

aBTOMAaTU3UPOBAHHON 00PaOOTKH.
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9. CnmcOK HCI0JIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMM HOPMAaTHUBHO-TIPABOBBIMM M METOAMYECKUMHU JOKYMEHTAMH, Ha
KOTOpbIX Oazupyetcs HacTosee [lonoxenue, SBISIOTCS:

1. ®enepanbublil 3akoH ot 27.07.2006 r. Ne 152-®3 «O nepcoHanbHbIX J1aH-
HbIX» (nanee — @3 «O mepcoHANbHBIX JAHHBIX)»), YCTAaHABIMBAIOIIUA OCHOBHBIC
OPUHIMIBL U ycinoBus oOpabotku IIJIH, mpaBa, 00S3aHHOCTH M OTBETCTBEHHOCTH
Y4aCTHUKOB OTHOIIIEHUH, CBSI3aHHBIX ¢ 00padoTkoii [1/1H.

2. IlocranoBnenue IlpaButensctBa P® ot 01.11.2012 Ne 1119
«O06 yTBepxkAeHUN TPpeOOBAaHUH K 3allUTE NEPCOHANBHBIX TAHHBIX IPU UX 00paboOTKe
B MH(POPMAIIMOHHBIX CUCTEMAX MEPCOHANBHBIX TAHHBIX).

3. «Ilopsaok npoBeaeHus kinaccuukany HHPOPMAIMOHHBIX CUCTEM IEPCO-
HaJIbHBIX JTAaHHBIX», YTBEpKAeHHbI COBMECTHBIM [Ipnkazom ®CTIOK Poccun Ne 55,
®Cb Poccun Ne 86 1 Munundopmcensizu PO Ne 20 ot 13.02.2008 .

4, «Ilomoxenne 06 0COOCHHOCTSIX OOPAOOTKH MEPCOHANBHBIX JaHHBIX, OCY-
HIECTBJISIEMON 0€3 UCIOJIb30BaHUS CPEJCTB aBTOMATU3aLUW», yTBepxkaAeHHoe [locTa-
HoBJlieHueM IIpaBurenbcTBa PD ot 15.09.2008 r. Ne 687.

5. «TpeboBaHUsI K MaTepUaIbHBIM HOCHUTENSIM OMOMETPUYECKUX IMEPCOHAIb-
HBIX JAHHBIX U TEXHOJOTHSM XPAHEHHS TaKWUX TAHHBIX BHE MH()OPMAIIMOHHBIX CH-
CTEM IEPCOHAIBHBIX IaHHBIX», yTBepkIeHHbIEe [locTtanoBnennem IIpaBurenscTBa
P® ot 06.07.2008 1. Ne 512.

6. HopmaTtuBHO-MeTOIMYECKHE TOKYMEHTHI DenepaabHOi CIIyKObl 10 TEXHH-
YECKOMY U 3KCIepTHOMY KOHTpoito Poccuiickoit @enepannu (nanee - ®CTIK Poc-
cun) 1o obecrieyeHuto 6e3onacHocTH [1/1n mpu ux odpadorke B UCII/IH:

7. Pekomenaamuun 1o obecrieueHH0 0e30IacHOCTH IEePCOHAIBHBIX JIAHHBIX
npu ux o0paboTke B MHPOPMALIMOHHBIX CUCTEMAaX MEPCOHANBHBIX JAaHHBIX, YTB. 3aM.
nupexropa DCTIK Poccun 15.02.08 1. (J171s1 cimy»keOHOT0 MOJIb30BaHHMS).

8. OcHOBHBIE MEpPONPUATHUS MO OPraHU3ALUN U TEXHUYECKOMY OOECeueHUIO
0e30MacHOCTU MEePCOHANIBHBIX JIaHHBIX, 00padaThiBaeMbIX B MH(OPMAIIMOHHBIX CH-
CTeMax MEPCOHAIBHBIX JaHHBIX, YTB. 3aM. aupekTtopa ®CTIK Poccun 15.02.08 .

([lnst cmy»eOHOT0 MOJIb30BaHMUA).
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9. bazoBast Mmozienb yrpo3 0€30MacHOCTH MEePCOHANBHBIX JaHHBIX MPU UX 00pa-
00Tke B MHGOPMAIIMOHHBIX CHCTEMax MEPCOHAIBHBIX JAaHHBIX, YTB. 3aM. JUPEKTOpa
®CTOK Poccun 15.02.08 r. (/151 ciryr»keOHOTO MMOJIb30BAHHUS).

10. MeToauka onpeneneHuss akTyalbHBIX YIPO3 0€30MaCHOCTH MEPCOHATBHBIX
JAHHBIX TIPU UX 00paboTke B MHGOPMAMOHHBIX CHCTEMaX MEPCOHAIBHBIX JTAHHBIX,

y1B. 3am. aupektopa @CTOK Poccun 15.02.08 r. (J]st ciaykeOHOTO MOJIB30BAHHMSA).
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[Tpunoxenue 1 . Knaccudukarus MCITQa (CornacHo yrpaTuBmemy cuity nocranosinenuto [Ipasurenscrsa Poccuiickoit
®enepanuu ot 17 HOsAOps 2007 1. N 781 «O06 yrBepxkacHuu [lomoxkenns 06 odecrieueHUN 0€30TaCHOCTH MTEPCOHABHBIX TAHHBIX

npu uX 00paboTke B MHPOPMAIIMOHHBIX CHCTEMaX MEPCOHATBHBIX JAHHBIX» U AeicTBYIOmUM qokymeHTaM OCTIK)

No [Inan - mepeyeHb TEXHUYECKUX MEPOIPUATHI TTO 00ECIIEYCHUI0 0€30IMaCHOCTH UCITn knacca | UCII/In knacca | UCIT[IH kmacca
NCTIJ K3 K2 K1
| B nojcucreme ynpasieHus: JOCTYIIOM:
PeanuzoBaTh HIeHTU(UKALMIO U IPOBEPKY MOAIUHHOCTH CyOBEKTOB J0CTYIA IIPU
1 Bxojie B onepanmonnyto cuctemy MCII/{x mo maposro ycnoBHO-TIOCTOSIHHOTO JIeH- + + +
CTBHSL, JJIMHON HE MeHee 1IeCTH OyKBEHHO-IIM(DPOBBIX CUMBOJIOB;
PeannzoBath uneHTH(HUKAINIO TEPMUHATIOB, TEXHHUECKUX cpeacTB oOpadotku [1/1H,
2 y310B UCIIJIH, KOMIIbIOTEPOB, KaHANOB CBs3H, BHEIIHKUX ycTpoicTB UCII/IH no ux - + +
JIOTUYECKUM MUMEHaM (azpecam, HoMepam);
3 PeavlJImOBaTvb UACHTU(DHUKAIMIO TIPOTPaMM, TOMOB, KaTajoros, (haiiyios, 3amucei, mo- i + +
JIe 3alMCeH 110 UMEHaM;
4 PeannzoBaTh KOHTPOJIb HOCTYIA CYOBEKTOB K 3aIIMIIAEMBIM PECYPCAM B COOTBET- i + +
CTBHUHM C MaTpULEH JOCTYNA;
npu Hanmmuuu noaxmouerns UCII/IH k ceTsim o01iero noiab3oBaHus A0KHO npuMe- | He Hike 5-ro | He Hike 4-ro | He Hioke 3-1o
) HATHCSI MEXKCETEBOE SKPAHUPOBAHHUE. YPOBHS 3allli- | YPOBHS 3alli- | YPOBHs 3allu-
LICHHOCTH HICHHOCTH IICHHOCTH
Jlns obecnieuenust 6e3onacHoro MexcereBoro B3aumoaencTsust B UCII /I nns pas- He nmxe 5-ro | He muxe 4-ro | He Huxe 3-ro
6 HBIX KJIaCCOB HEOOXOUMO HCIOJB30BaTh MO YPOBHS YPOBHS YpOBHS
3aQIIMILIEHHOCTY | 3AIIMILEHHOCTH | 3aIMILEHHOCTH

CpencTBo 3anuThl OT TPOrpaMMHO-MaTeMaTindeckux Bo3aeicTeuii ([IMB):




1€

PeanuzoBath naeHTUUKALMIO U ayTeHTU()UKALNIO CYOBEKTOB IOCTYIIa IIPU BXOZE B
CPEJICTBO 3allUTHI OT MPOTPaMMHO-MaTeMaTuyeckux Bo3aeicteuil (IIMB) u nepen
BBINOJIHEHUEM UMM JIFOOBIX Ollepalui 0 YIpaBiIeHUIO (PYHKIMSAMHU CPEACTBA 3alllH-
T61 0T [IMB 1o maposro (WM ¢ UCIoIb30BaHUEM MHOTO MeXaHH3Ma ayTeHTHU(HKa-
IIUH) YCIOBHO-IIOCTOSIHHOTO J€HCTBUS AJTMHON HE MEHee 11eCTH OyKBEHHO-
1IU(POBBIX CHMBOJIOB;

Ocy1iecTBIATh KOHTPOJIb JIIOOBIX AEHCTBUI CyOBEKTOB JOCTYIA 10 YIPABICHUIO
bynkuusamMu cpenctsa 3amuThl oT [IIMB TonbKO mocne npoBeeHNs ero yCueHou
ayTeHTH(UKAIIHY;

[TpenycMoTpeTh MexaHU3MBbl OJIOKMPOBAaHMS IOCTyIa K cpeAcTBam 3aiuthl oT [IMB
IIPY BBINIOJIHEHUM YCTAHABJIMBAEMOTI'0 YHCIIa HEYAAUHBIX IIONBITOK BBOJIA MAPOJIS;

Heo0xoaumo npoBoauTh uaeHTUGUKaLKI0 (HaiaoB, KaTajJoros, IPOrpaMMHBIX MO-
JlyJIeH, BHEIIHUX YCTPOMCTB, HCIOJIB3YEMBIX CPEACTB 3aluThl oT [IMB;

B IOJACUCTEME PETUCTPAIIUN U YICTA.

OcCymiecTBISATh PErUCTPAIMIO BX0/a (BBIX0/1a) CyOBEKTa JOCTyIA B CUCTEMY (U3 CH-
CTEMBI), INOO PEruCTPALIUIO 3arpy3KU U HHUIMATIU3ALNN ONIEPAllMOHHON CHCTEMBI U
€e MPOrpaMMHOT0 OCTaHOBA. Perucrpanus BbIXo/1a U3 CHCTEMBI HJTH OCTaHOBA HE
IPOBOJIUTCS B MOMEHTHI anmnaparypHoro otkiatodenus UCIT/IH. B mapamerpax peru-
CTpallii yKa3bIBalOTCS J1aTa U BpeMs BXo/1a (BbIX0/1a) CyObEKTa JOCTyNa B CHCTEMY
(M3 cuCcTeMBbl) WM 3arpy3Ku (OCTaHOBA) CUCTEMBI;

[TpoBoAMTH yueT Bcex 3alllMIIaeMblX HOCUTENEH HH(POPMAIIUU C TIOMOIIBIO UX JIF000M
MapKHUPOBKH U C 3aHECEHHEM YUYETHBIX JaHHBIX B )KYpHaJ (YUETHYIO KapTOUKY);

[TpoBOAMTH perucTpanmio BXoAa/BbIXxo1a CyObEKTOB JOCTYIA B CPEACTBO 3aLIUTHI OT
IIMB, perucrpanuto 3arpy3kiu 1 HHALUAIU3AL1HU 3TOTO CPEACTBA U €€ POrPaMMHO-
ro ocTaHoBa. B mapameTpax perucrpanuu yka3blBaeTcsi BpeMs U JaTa BX0/Aa/BbIX0/1a
cyObeKkTa jocTyna B cpecTBO 3amuThl oT [IMB unu 3arpy3ku/octanoBa 3Toro cpef-
CTBa, a TaKXKe UIeHTU(UKATOp CyOBEKTa AOCTYIA, MHUIIUMPOBABLIETO JIaHHbIE JIEH-
CTBUS;
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[IpoBoIUTH perucTpanmio cCoObITHI poBepkH 1 oOHapyxeHus [IMB. B nmapamerpax
pEeruCTpalyy yKa3bIBAIOTCS BpeMs U JjaTa MpoBepku win ooHapyxenus [IMB, nnen-
Tu(dUKaTOp cyOBeKTa AOCTYINa, MHUIIMHUPOBABIIETO JAHHBIE JCHCTBHS, XapaKTep BbI-
MOJTHSEMBIX AEWCTBUI MO MPOBEPKE, THUI 0OHAPYKEHHOW BPETOHOCHOM MPOrpaMMbl
(BIT), pe3ynbTat AeHCTBUI CpeACTBA 3alTUTHI 10 OyiokupoBanuio [IMB;

[TpoBOAKTH PETUCTPALMIO COOBITUH 1O BHEAPEHUIO B CPENICTBO 3amuThl oT [IMB ma-
KEeTOB OOHOBJIEHUH. B mapameTpax perucrpanuu yka3bplBalOTCs BpeMs U gaTta 0OHOB-
JICHUS, UJSHTHU(PUKATOP CYOBEKTa TOCTYIa, HHUIIMMPOBABILIETO JAHHOE JICHCTBUE
BEpCHsl U KOHTPOJIbHAS CyMMa MaKeTa OOHOBJICHUS;

[TpoBoANTH perucTparuio COOBITHIH 3aIyCcKa/3aBepIIeHUs PaOOThI MOTyJIeH CpeICTBa
zamuThl oT [IMB. B mapameTpax perucrpannu yKa3plBalOTCsS BpeMs H JaTa 3aIryc-
Ka/3aBepIieHus paboThl, HACHTU(UKATOP MOAYIISA, HISHTH(PHUKATOP CyObEKTa JOCTY-
na, MTHUIMHPOBABILETO JaHHOE JICHCTBUE, PE3yIbTAT 3aIlyCcKa/3aBepuIeHus paboThI;

JIOJKHA MPOBOAMTHCS PErUCTpaLius COOBITHI yIIpaBiieHUs CyOBEKTOM J0CTYyIa
¢yHkusaME cpeacTsa 3amuThl oT [IIMB. B mapamerpax perucrpanuu yka3blBaroTcs
BpeMs U JlaTa COOBITUS YIIpaBIEHHs KaKA0H QYHKIUEH, HASHTU(PHUKATOP U CIIeLU-
dukanyst GyHKIIH, ©ASHTHPHUKATOP CyObEKTa JOCTYIa, MHUIIMAPOBABIIETO JAHHOE
JIECTBHE, PE3YJILTAT IECHUCTBUS;

[TpoBoAMTH perucTpanuio COObITUI MOMBITOK JOCTYIA MPOrPAMMHBIX CPEJICTB K MO-
IyJsiM cpeacTsa 3amuThl oT [IMB win cnenuansHeiM noBymkaM. B napamerpax pe-
TUCTpAllMU YKa3bIBAIOTCS BPEMS U J1aTa MOMbBITKU AOCTYTA, UACHTU()UKATOP MOAYIIS,
UJEHTUPUKATOP U crienupUKaIms MOy cpecTBa 3amuThl oT [IMB (cnenuanbHOM
JIOBYIIKH), PE3yJIbTaT MOMBITKU JIOCTYNA;

[TpoBoAMTH perucTpanuio coObITUI OTKaTa AJsi cpeacTa 3amuThl oT [IMB. B mapa-
MeTpax PerucTpalny YKa3bIBAIOTCS BPEMsI U JlaTa COOBITUS OTKaTa, crieruukanms
NIeNCTBUI OTKaTa, HIeHTU(PUKATOP CYOBEKTa HOCTYIa, MHUIIMHUPOBABIIIETO TAHHOE
JICUCTBUE, PE3YIbTAT ICUCTBUS;

10

ObecneunTh 3aIUTy JAHHBIX PETUCTPAIMU OT UX YHUUTOXKEHHS UM MOAU(PUKALUU
HapyIIUTETIEM;

11

Peann3oBaTh MEXaHM3MbI COXpaHEHUS JaHHBIX PETUCTPALUU B CIIydae COKpalleHUs
OTBEJEHHBIX ITOJ] HUX PECYPCOB;
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12

PeanuzoBaTh MeXxaHM3MBbI IPOCMOTPA U aHANIM3a JAHHBIX PErHCTPAIMH U UX (PUITb-
TpaLMH 110 33JaHHOMY Ha0Opy apaMeTpoB;

13

[TpoBOAMTH aBTOMATUUECKUNA HENPEPBIBHBI MOHUTOPUHT COOBITHI, KOTOPBIE MOTYT
ABIATHCS NpUUUHON peanuzanun [IMB (co3znanue, peraktupoBaHue, 3aluch, KOMIIH-
JSIMst 0O BEKTOB, KOTOpPbIe MOTYT cozepkarhb BIT).

14

PeanuzoBarh MexaHM3M aBTOMAaTHYECKOTO aHAIM3a JAHHBIX PETUCTPALIUU O 11abio-
HaM THIOBBIX TposiBiieHU# [IMB ¢ aBToMaTHueckuM Ux OJOKMPOBAHUEM H YBEIOM-
JICHHEeM aIMUHUCTpaTopa 0€30MacHOCTH;

15

[IpoBoANTH HECKOIBKO BUOB y4eTa (AyOIMPYIOMINX) C perHCTpaiell Bbaun (IpH-
eMa) HocUTeNe nHpopMaInu;

16

OcylecTBIATh PErUCTPAINIO BXOa (BbIX0a) CYyOBEKTOB IOCTYIA B CUCTEMY (U3 CH-
CTEMBI), TUOO PETUCTPAIUS 3arPY3KH U WHUITUATHM3AINH OTICPAIlMOHHON CUCTEMBI.

17

OcCy1ecTBIATh PErUCTPALIMIO BbIJAUM MT€YaTHBIX (TpaduuecKuX) JOKYMEHTOB Ha
«TBEpIyIO» KOMHI0. B mapamerpax perucrpanuu ykasblBatoTcs (Aata U Bpemsl Bblia-
yn (0OpalieHus K MoAcucTeME BbIBOJA), crielu(pUKalys yCTpOWCTBA BbIIAYU — JIOTHU-
4yecKoe UMs (HOMep) BHELIHETO YCTPOICTBa, KpaTKoe cojiepkaHue (HaMMEeHOBaHHUE,
BUJ, K(p, KOJ) U YPOBEHb KOHPHUIECHIIMATBHOCTH TI0KYMEHTa, UACHTH(DUKATOD
CcyObeKTa J10CTyNa, 3alPOCUBILIETO TOKYMEHT;

18

OcCyHIeCTBIISITH PETUCTPAIIUIO 3aITycKa (3aBEpIICHUS) IPOrPaMM H MPOIECCOB (3aa-
HUH, 3a71a4), IpeJHa3HAuYCHHBIX JJIs1 00pabOTKH 3amuinaemMsix (aiiios. B mapamer-
pax perucTpanyy ykasbIBaloOTCs AaTa U BpeMsl 3almycka, uMs (MIeHTU(UKATOP) Hpo-
rpamMMmsl (TIporecca, 3a1aHus), HACHTUDHUKATOP CyOBEKTa JOCTYIa, 3alIPOCUBILIETO
nporpaMmmy (IIpoLecc, 3aJaHne), pe3ysbTaT 3aycka (yCHelIHbIi, HeyCIeIHbIN — He-
CaHKIIMOHHPOBAHHBIH),

19

OCyIECTRBIATh PETUCTPALIHIO IMOMBITOK JOCTYITa TPOTrPAMMHBIX CPEJICTB (TIpOoTpamm,
MIPOIIECCOB, 3aJ1a4, 3aJJaHui) K 3amuiacMbiM (aiinam. B mapamerpax perucrpamuu
YKa3bIBAIOTCS JaTa U BPeMs MOIBITKH JIOCTYIA K 3aliIaeMoMy Gaiiny ¢ yKkazaHuem
ee pesynbTara (ycremrHasi, HeycrenrHas — HeCaHKIIMOHUPOBaHHAs ), UACHTU(PHUKATOP
cyOBeKTa nocTymna, crenuduKaus 3anuinaemMoro daimia;
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20

OCyIIEeCTBIISITh PETUCTPALMIO MTONBITOK JIOCTYIIA IPOTPAMMHBIX CPEJCTB K CIEAYIO-
IIMM JIOTIOJHUTENIBHBIM 3alIMIaeMbIM OOBEKTaM JIOCTYIIa: TEPMUHATIAM, KOMITbIOTE-
pam, y3iam cetu MCII/{H, muausM (KaHajgam) CBSI3HM, BHEIITHUM YCTPOUCTBAM KOM-
IBIOTEPOB, IPOrpaMMaM, TOMaM, KaTtanoram, (aiiinam, 3anucsaM, moJsM 3anucei. B
napameTpax perucTpalry yKa3blBarOTCA JaTa U BpeMs NOMBITKU JOCTYyNA K 3allUIIa-
eMoMy OOBEKTY C YKa3aHUEM ee pe3ysbraTa (yCHelHas, HeyCIelHas — HeCaHKIHO-
HUPOBaHHAas), UIEHTU(PUKATOP CyObEeKTa IOCTyNa, crieurpuKaIys 3auI@aeMoro
00BEKTa — JJOTHYECKOE UMs (HOMED);

21

[TpoBOIUTH yueT Bcex 3allUIaeMblX HOCUTENEH HHPOPMALIMU ¢ IOMOILBIO UX Map-
KHPOBKH U C 3aHECEHHEM YUYETHBIX JIaHHBIX B KYypHaJl (YUETHYIO KapTOUKY);

22

OcymiecTBIATh OYUCTKY (0OHYJIeHHE, 00e3TMUUBaHKE) 0CBOOOKAAEMBIX 00acTen
OTIEPATUBHOM NMaMSITH KOMITBIOTEPOB U BHEITHUX HaKonuTesei. OuncTka ocyIiecTB-
JSIETCsl OTHOKPATHOW TIPOU3BOJIBHOM 3aITMCHI0 B OCBOOOXKIaeMYI0 00JIacTh MaMsATH,
paHee UCIIOIb30BaHHYIO U1l XPAaHEHUS 3aIMIIaeMBbIX TaHHBIX ((aiinoB, HHPpOpMa-
LK),

B noacucreme obecredyeHus EITOCTHOCTH

O06ecneunTh LENTOCTHOCTh MIPOrPaMMHBIX cpecTB 3auThl B coctaBe C3I1/1H, a Tak-
K€ HEM3MEHHOCTb IIPOrpaMMHOMN cpenbl. [Ipy 3TOM 1ETOCTHOCT CPEACTB 3aILUTHI
MIPOBEPSIETCS TPU 3arPy3Ke CUCTEMBI 110 HATMYUIO UMEH (MICHTU(PUKATOPOB) KOMITO-
HeHT C3I1/IH, 1e1oCTHOCTh MPOrpaMMHOI cpe/ibl 00eCTIeYMBAETCsl OTCYTCTBHEM B
WCTI/In cpencTs pa3pabOTKH U OTIAAKU NPOTpamm;

OcymectBiaTh ¢puznyeckyro oxpany UCIIIn (ycTpoilcTB u HOcUTenel napopma-
1[UM), IpelyCMaTPUBAIOLIYI0 KOHTPOJIb AocTyma B nomenieHust CII /11 noctopos-
HUX JIALI, HAJIMYUE HAIEKHBIX NIPEMATCTBUM 1JI1 HECAHKIIUOHUPOBAHHOIO IPOHUKHO-
BeHus B nomenieHust MCIIJIn u xpanunuie HocuTenel nHdopmanuu;

[TpoBoauTh nepuonnveckoe trectupoanue pynkuuit C3I1An npu u3MeHeHNnu npo-
rpammHoOM cpensl U nepcoHana MCII/IH ¢ noMonpro TecT-nporpamm, UMUTHPYFOIINX
nonbiTk HC/I;

JIOJIKHBI OBITH B HAIMYKMHK cpenicTBa BocctanoBieHust C3I1/[H, nmpeaycmaTpuBaromye
BEJICHUE JIBYX KOMMI MPOTrPaMMHBIX CPE/ICTB 3aIIUTHI HHPOPMAILIUHU, UX TIEPHOANYE-
CKO€ 0OHOBJIEHHE U KOHTPOJIb paO0OTOCITIOCOOHOCTH;
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[TpoBOIUTH MPOBEPKY MEIOCTHOCTH MOJYJICH cpeacTBa 3amuThl oT [IMB, Heo6xo-
JTUMBIX JIJIS1 €T0 KOPPEKTHOTO (DYHKIIMOHUPOBAHUS, TP €T0 3arpy3Ke C HUCIIOIh30Ba-
HUEM KOHTPOJIbHBIX CYMM,;

O6ecneunTh BO3MOKHOCTh BOCCTAHOBJIEHUS CpecTBa 3aiuThl oT IIMB, npexycmar-
pHUBaroias BEICHNE ABYX KOIMI IPOrpaMMHOIO CPEICTB 3aIUTHI, €r0 NepUoJudc-
CKO€ OOHOBIICHUE W KOHTPOJIb pab0TOCTIOCOOHOCTH;

PeannzoBaTh MEXaHU3MBbI IPOBEPKH LIEIOCTHOCTH MTAKETOB OOHOBJIEHUHN CpeacTBa
3amuTsl OT [IMB ¢ ucnosb30BaHuEM KOHTPOJIBHBIX CYMM;

[TpoBoauTh pe3epBHOe kKonupoBanue [1J[H Ha oTYy)k1aeMble HOCUTENU UHPOPMALIUH;

B nojcucremMe aHTHBUPYCHOM 3aIUTHI:

[IpoBonuTh aBTOMaTHUECKYIO NPOBepKY Ha Hanuuue BII mnu nocnencteuii [IMB
npu umnopre B UCII/IH Bcex mporpaMMHBIX MOJtyJiel (MPUKJIaJAHBIX IPOrpaMM), KO-
TOpble MOTYT cofiepxaTh BII, mo ux THmoBbIM 111a0JI0HaM U C IOMOIIBIO IBPUCTUY -
CKOI'0 aHAJIN3a;

Peann3oBaTh MEXaHW3MBI aBTOMAaTHYECKOTO OJIOKMpOBaHMs 0OHapyxeHHBIX BII my-
TEM UX yJaJICHUSA U3 IPOrPaMMHBIX MOJYJIEH UM YHUUTOXKCHUS;

PerynsipHo BBIOTHATH (IpU TIepBOM 3amycke cpeacTs 3amuThl [1/]H o [IMB u ¢
yCTaHaBJIMBAaEMOU NMEPUOINYHOCTHIO) MPOBEPKA Ha IpeaMeT Hanuus B HuX BII;

JomxHa nHunMupoBathes aBromarnyeckas npoepka UCII/Ix Ha npeamer Hanuuus
BII npu BeisiBnenuu ¢axra [IMB;

Peanu3oBarh MEXaHU3M OTKaTa JJI1 YCTaHABIMBAEMOIO YUCa ONEepalui yAAICHUs
BII u3 onepatnBHON WM TOCTOSTHHOW MTaMSITH, U3 IPOrPaMMHBIX MOJIYJIEN U MPH-
KJIaJHBIX [TPOrpaMM WJIM IIPOrPaMMHBIX CPEICTB, coaepkamux BIIL.

HononunrensHo B UCII/IH nomkeH npoBOANTECSA HENPEPBIBHBIA aBTOMAaTUYECKHUM
MOHHUTOPHHT HH(OPMAITMOHHOTO 0OMEHA C BHELITHEH CEThIO ¢ 11elbI0 BbisiBIeHus BII.

VI

KonTponas orcyrersus H/IB B 110 C31
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Jlns mporpaMMHOTo o0ecriedeHus, UCIoIb3yeMoro mpu 3amurte nadopmanuu B UC-
[T1u (cpenct 3amuTsl nHGOpManuu — C3M, B TOM 4uCiie ¥ BCTPOCHHBIX B 00IECH-
1 CTEMHOE M MPUKJIaJHOE TporpammHoe ooecnieuenue — [10), momkeH ObITh 0OecTieYeH + + +
COOTBETCTBYIOIINI YpPOBEHb KOHTPOJI OTCcyTcTBUS B HeM H/IB (He nexnapupoBan-
HBIX BO3MOXKHOCTEH).

VIl O6napyxenue Bropxxennii B UCI1/In

OOHapyxeHue BTOPKEHUH JOIKHO 00ecrieunBaThes IyTeM UCIIOJIb30BaHUs B COCTa-
Be VICII/IH mporpaMMHBIX HJIM IPOTPAMMHO-AIIAPATHBIX CPEICTB (CUCTEM) OOHA-
pyxxenust Bropxkenuii (COB).

Heob6xoaumMo 00s13aTeIbHOE UCTIONB30BAHUE CHCTEMBI OOHAPYKEHHUS CETEBBIX aTakK,
UCIOJIb3YIOUIME CUTHATYPHbBIE METO/Ibl aHAJIN3A

Heob6xoaumo 00s13aTeIbHOE UCTIONB30BAHNE CHCTEMbI OOHAPYKEHUS CETEBbIX aTak,
MCIIOJIb3YIONINE CUTHATYPHbBIE METO/Ibl aHAJIM3a U METO/bI BISIBJICHUS aHOMAJIUN

VI 3ammra UCIn ot [IDMUH

Just 06paboTky naGOpMaun Heodxoaumo ucnois3oate CBT, ynosierBopstomnye
TpeboBaHusAM cTaHaapToB Poccuiickoit deneparuu 1o 3JeKTPOMarHUTHOM COBME-
CTUMOCTH, TI0 0€30TTaCHOCTH ¥ YPTOHOMHUYECKUM TPEeOOBaHUAM K CPEJICTBAM OTOO-
pakeHus WH(GOPMALIUH, IO CAHUTAPHBIM HOPMaM, IIPEIbIBISIEMBIM K BUCOTUC-
wieiiHeIM TepmuHaiam [I19BM (aanpumep, TOCT 29216 91, TOCT P 50948-2001,
I'OCT P 50949-2001, I'OCT P 50923 96, CanlluH 2.2.2.542 96).

IX Ornenka coorBerctBust MCIIH TpeboBanmsm 6e3omacuocta [1/10

[TpoBectn 00s13aTeNbHYIO CepTU(UKALIUIO (aTTECTAIUIO) 110 TpeOoBaHUAM Oe3omnac-
HOCTH MH(OpMaLUK;

JlexnapupoBaTh COOTBETCTBUE WM 00s3aTENbHYIO CEPTU(PUKALINIO (aTTECTALUIO) IO
TpeOoBaHUsIM Oe30macHoCTH MH(pOopMalnu (M0 PEHICHUIO ONlepaTopa);

[Tpumeuanue: s UCIIIx 4-ro knacca nepedeHs MeponpusTuii o 3amute [1/H onpenensercs B 3aBUCUMOCTH OT yIiepoa,

KOTOpBII\/’I MOJKET OBITh HAHECEH BCJICACTBUC HCCAHKIIMOHHUPOBAHHOI'O WJIKM HEIPEAHAMCPCHHOI'O AOCTYIIA K HI[H



[Tpunosxxkenue 2. Ypopuu 3amuiieHHocTH UCITIH (CornacHo moBomy nocranosnenuto [Ipasurenscrsa P® or 01.11.2012
N 1119 «O06 yrBepxkaeHnn TpeOOBaHUI K 3aIUTE IEPCOHANBHBIX JaHHBIX MPU KX 00pabOTKE B MHPOPMAIIMOHHBIX CUCTEMAaX Mep-
COHAJIbHBIX JaHHBIX)).
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TpeboBanus k 3amute [1/1H \ YpoBeHb 3amimieHHOCTH

Opranuzanus pexuma odecriedeHns 6e30MacCHOCTH MOMEIICHUH, B KOTOPBIX pa3MelleHa HH(POpMaIMOHHAs CHU- + + + +
cTeMa, IPEMSITCTBYIOIIEr0 BO3MOXXHOCTH HEKOHTPOJIMPYEMOTO IPOHUKHOBEHHS WITH TIPEOBIBAHUS B 3THX ITOMEIIe-
HUSIX JIML, HE UMEIOIUX paBa I0CTYIa B 3TH OMEIICHUS.

ObecrnieueHne COXpPaHHOCTHA HOCHUTEJICH MEePCOHATBHBIX TaHHBIX. + + + +

YTBepxkaeHue pykopoauteneM onepatopa [1J[H qokyMeHTa, OnmpeeNsifoiero nepeveHb JHIl, JOCTYI KOTOPhIX K + + + +
MIEPCOHABHBIM JIaHHBIM, 00pabaThiBaeMbIM B HH(OPMAIIMOHHON CUCTEME, HEOOXO MM ]ISl BBITOJIHCHUS UMU
CILy’keOHBIX (TPYIOBBIX) O0S3aHHOCTEH.

LE

Hcnonp3oBanue cpeicTB 3aIUTH HHPOPMALINH, IPOLISIIINX MIPOLEAYPY OIICHKH COOTBETCTBUS TpEOOBaHMSIM 3a- | + + + +
KoHozarenbcTBa Poccuiickoit denepanuu B 001actu obecriedeHus: 0e30nacHOCTH MHPOPMaLUK, B Cilydae, Korjaa
IPUMEHEHHE TaKUX CPEeICTB HE0OXO0IMMO JUIsl HEWTpaJIM3allui aKTyalIbHbIX YTPO3.

Heo6xoauMocTh Ha3HaueHMs! TOHKHOCTHOTO JIHla (paOOTHHKA), OTBETCTBEHHOI'O 32 o0ecreyeHne 0e30macHOoCTH +
NEPCOHAIBHBIX JaHHBIX B UH(POPMAIIMIOHHON CHUCTEME.

Bo3M0OXHOCTB 10CTYyNA K COJIEPKAHUIO FIEKTPOHHOTO )KypHala COOOLIEHUH UCKITIOUUTENBHO IS T0OJIKHOCTHBIX +
1 (paOOTHHUKOB) ONIEPATOPA WM YIIOJIHOMOYEHHOTO JINIIA, KOTOPBIM CBEIECHHSI, COAEPIKAIIIEcs B YKa3aHHOM
KypHase, He0OXOIUMBI JJIsl BBIIIOJHEHHS CITY)K€OHBIX (TPYJOBbIX) 00s13aHHOCTEH.

ABTOMaTHUYECKas PETUCTPALIMS B 3JIEKTPOHHOM ypHaJle 0€3011aCHOCTH U3MEHEHHUS TIOJIHOMOYUI COTPYAHHUKA +
oreparopa o J0CTYIY K HepCOHAIbHBIM JaHHBIM, COJIEpKALIMMCS B MHPOPMALIMOHHOHN CHCTEME.

Co3znanue CTpyKTYPHOTO TTOIpa3/IelIeHHs, OTBETCTBEHHOTO 3a o0ecreueHre 0e30MacHOCTH EPCOHATBHBIX JaHHBIX | +
B MH(OPMAIIMOHHOHN CHCTeMe, JIN0O BO3IIOKEHHE Ha OJHO U3 CTPYKTYPHBIX MoJipa3jiesieHnuit GyHKIIHi 1Mo obecte-
YEHUIO TAKOW 0€30MacHOCTH.




